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to review their current risk management models. This book suggests a
more robust risk management maturity model and illustrates the appli-
cation in crisis situations.

The book surveys existing risk management maturity models and
proposes a new model appropriate for assessing the risk manage-
ment processes in enterprises during times of crisis. Its key advantages
include the correlation of its attributes with crisis situations and an
innovative methodological approach to model development. The
authors use the model to examine 107 enterprises from the financial
services, construction and IT sector, showing how it allows the user
to identify risk management maturity changes in the aftermath of the
COVID-19 pandemic.

The book will interest entrepreneurs, managers and risk management
professionals, who can use the model in their management processes, as
well as enterprise stakeholders and academics.
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Preface

Due to our perceived need to reflect on the impact of crisis situations
on risk management maturity, in this book, we review and discuss the
existing risk management maturity models with regard to the specifics
of risk management in crisis situations. We want to propose a new,
reconstructed model that is more appropriate for measuring risk man-
agement maturity in companies experiencing crises.

The key advantages of our model include the correlation of its
attributes with crisis situations, the innovative methodological approach
to model development and the application of a special procedure aimed
to validate proposed model and test its applicability during the crisis
following the COVID-19 pandemic. The adopted approach to model
validation allows us to identify changes that occurred in the risk man-
agement maturity of the 107 examined enterprises in the aftermath of
the COVID-19 pandemic.

The main objective of the book is to familiarize the reader with a
new approach to measuring risk management maturity. After reading
it, the reader should have basic theoretical knowledge of the impact
of crisis situations on risk management maturity as well as practical
skills relating to the possibility and methods of using the model in
assessing the maturity of risk management processes implemented in
an enterprise.

The essence of the book, therefore, is to support enterprises in their
pursuit of better risk management processes by providing them with a
new measurement tool that can be used in different operating conditions,
including crises. The book is addressed to entrepreneurs, managers and
risk management professionals, who can use our model and other infor-
mation included in the book in their management processes, as well as
stakeholders of various enterprises, the business and academia commu-
nities and students of all levels.

Sylwia Bak and Piotr Jedynak
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Introduction

Based on the results of our previous research on risk management
challenges and problems faced by numerous companies from different
sectors during the COVID-19 pandemic, we saw the need to reflect on
the adequacy of the existing risk management maturity models for crisis
situations such as the COVID-19 pandemic. Accordingly, in this book
we attempt to review and discuss the existing risk management maturity
models with regard to the specific requirements of risk management in
crisis situations. We also want to propose a new, reconstructed model
that is more appropriate for measuring risk management maturity in
companies experiencing crises.

The primary objective of our book is to build a multidimensional
model for assessing risk management maturity that is tailored to the
specific demands of crisis situations and to validate this model in
enterprises from several different sectors. The adopted approach to
model validation allows us to identify changes that occurred in the risk
management maturity of the examined enterprises in the aftermath
of the COVID-19 pandemic. The examined enterprises represent the
sectors of financial services, construction and IT. We compared the
respective companies’ risk management maturity in the two years: 2018
(the pre-pandemic period) and 2020 (a few months after the onset of
the COVID-19 pandemic and during its course). Using a triangulation
of research methods, we sought to answer the following questions: Did
the COVID-19 pandemic change the level of risk management maturity
in the enterprises under examination? If so, what was the character of
these changes?

The objective of the first chapter is to review the existing models
for assessing risk management maturity that we have identified in the
academic literature. We present theoretical aspects of organizational
risk management maturity and approaches to defining its levels. We
present models for assessing risk management maturity as measuring
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2 Introduction

tools enabling a diagnosis of the level of advancement and development
of risk management processes, indicating the target benchmark state,
facilitating the identification of areas requiring improvement and stimu-
lating the improvement of risk management in an enterprise. In this
chapter we analyse in detail 34 models for assessing risk management
maturity, developed between 1997 and 2021.

The objective of the second chapter is to identify the relationship
between the occurrence of crisis situations and risk management
maturity. Being aware that one of the most important circumstances
strongly verifying the validity of the existing risk management systems
and exposing their numerous imperfections are crises, in this chapter
we show the characteristics of crises in the context of business activities
and indicate their organizational, personal, technological, procedural,
logistical, image-building and other implications. We also present the
COVID-19 pandemic as a so far non-specific type of crisis experienced
by enterprises and analyse its impact on the scope of identified risk
factors and on enterprises’ risk management systems. Lastly, we iden-
tify crises as an important argument for the measurement of risk man-
agement maturity and the development of a methodological approach
to such measurement that would be adequate for the conditions created
by crisis situations.

The goal of the third chapter is to present the methodology of the
conducted empirical research. In this chapter we formulate research
objectives and questions, define the stages of the conducted research
process, develop a catalogue of methods and tools used in the
research process and describe the data sources used in the research
process. The main objective of our research was to build a model for
assessing risk management maturity that would be adapted to the
specifics of crisis situations such as the COVID-19 pandemic, to validate
this model in enterprises from several different sectors and to establish
a final diagnosis of how the COVID-19 pandemic had changed the level
of risk management maturity in the enterprises under analysis.

The aim of the fourth chapter is to present our original risk man-
agement maturity assessment model, adapted to the specifics of crisis
situations. Firstly, we present the procedure for developing a catalogue
of eight attributes of our model, especially taking into account the
risk management requirements applicable to crisis situations. For each
of the eight attributes, we justify in detail the rationale for its inclu-
sion in the model. Next we outline the process by which we developed
the value scales for each attribute, emphasizing the importance of the
rigour of the morphological analysis used in the process. The result of
this activity was the development of the Morphological Matrix. In the
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last part of the chapter, we describe the process of developing an aggre-
gate risk management maturity assessment scale taking into account
the sum of points that the examined enterprises could receive as a result
of the assessment of each attribute. Based on the developed assessment
scale, we distinguished five levels of risk management maturity.

The aim of the fifth chapter is to present the procedure performed to
validate our model on a sample of 107 enterprises. Using the developed
model, we assessed the risk management maturity of examined
enterprises representing the financial services, construction and IT
sectors. The assessment was performed for two different periods, i.e. the
years 2018 (the pre-pandemic period) and 2020 (several months after
the onset of the COVID-19 pandemic and during its course). We pre-
sent the detailed results of the scores obtained for individual attributes
and the total scores constituting diagnoses of the risk management
maturity of all examined enterprises in both periods.

The purpose of the sixth chapter is to present the results of our empir-
ical research, i.e. to establish the impact of the COVID-19 pandemic on
changes in the risk management maturity of the examined enterprises.
We present the results of our analyses of the model’s attributes in the
case of which, in each of the studied sectors, the changes observed
between 2018 and 2020 were so significant that they were reflected in
their respective averaged (sectoral) scores. We looked for manifestations
of the changes observed in their respective areas in the internal docu-
mentation of the analysed enterprises. The quotations from such source
documents evidencing the aforementioned changes relating to the indi-
vidual attributes were subjected to a qualitative content analysis using
coding.

The goal of the seventh chapter is to present recommendations
arising from the conclusions of the conducted empirical research and
aimed at all types of business organizations (not only those covered
by the research). We formulate our recommendations for those
enterprises that wish to use our maturity model to measure and improve
their risk management systems. Firstly, we present necessary organiza-
tional preparations for the risk management maturity assessment pro-
cess to be conducted based on our model. We indicate participants in
the assessment process and the methods of work organization within
assessment teams. Furthermore, we discuss management implications
resulting from our research regarding the integration of risk manage-
ment maturity assessments with strategic management. We also provide
information on the feasibility and scope of application of our model
in different types of enterprises, diversified both geographically and
sectorally.



1 Existing models for assessing risk
management maturity

1.1 Risk management maturity

Organizational maturity is one of the most important concepts for
measuring an organization’s capabilities in various management areas.
Maturity is understood as a measure of progress in demonstrating a par-
ticular capability or achieving a goal from the initial stage to the desired
final outcome (Saleh, 2011). A maturity level is a defined, evolutionary
state resulting from a process of continuous improvement. A manner
of determining a level of maturity depends on the measurement tools
used and their mutual synchronization (Haffer, 2011). Maturity models
constitute typical examples of such tools. The use of models to assess
maturity (competences, capabilities, a level of advancement) in the area
of management (de Bruin et al., 2005) is based on the assumption that
there exist relatively predictable and phased patterns of evolution of
organizational changes which, when added together, indicate a path of
logical consequences from the initial state to the state of full maturity
(Poppelbull and Roglinger, 2011). Thus, a model of maturity can be
seen as quantitatively or qualitatively presented stages of the increasing
ability of specific attributes to achieve established objectives. A maturity
model makes it possible to assess such attributes in defined areas and, in
addition, allows for a systematic benchmarking analysis which is sub-
sequently used as a basis for initiating an evaluative process of con-
tinuous improvement (Kwak and Ibbs, 2002; Fisher, 2004; Harmon,
2004; Kania, 2013).

In risk management, maturity refers to evolution towards the com-
prehensive development of risk management processes in an organ-
ization (RIMS, 2015). The use of maturity models dedicated to risk
management started in the 1990s. In this case, maturity models serve,
among other things, to develop intra-organizational risk manage-
ment practices, focusing on assessing their effectiveness. They should
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be closely adapted to the conditions in which risks can be identified,
assessed and interpreted. Also, similarly to risk management standards,
they are the result of a normative approach (Antonucci, 2016). The
great importance of maturity models stems from the fact that, in order
to shape effectively functioning risk management systems, they need
to be assessed on a continuous basis with a view to identifying areas
requiring improvement and showing possible directions of pursuing
such improvement (Aven, 2016). Risk management maturity models
(RMMM) enable such assessment. First of all, they make it possible to
diagnose the level of sophistication and development of risk manage-
ment processes and, moreover, indicate their model state (Chapman,
2011). They also support the identification of areas requiring improve-
ment, stimulating the improvement of risk management processes and
enabling the measurement of progress in improving risk management
(Risk Management Research and Development Program Collaboration
(RMRDPC), 2002; Schiller and Prpich 2014). They are therefore tools
that can serve as benchmarks in both the process of implementing new
risk management systems and the process of improving the existing
systems (Jedynak and Bak, 2018).

1.2 A comparison of the existing risk management maturity
assessment models

1.2.1 The essence and applications of the models

So far, there have been dozens of proposals for RMMM. They are
usually created by developing a catalogue of attributes (character-
istic features to undergo assessment) and a maturity assessment scale
adjusted to them. Such a scale should reflect the individual maturity
levels of particular management practices in relation to the selected
attributes and the overall subject of assessment. RMMM to date
have the characteristics of either comprehensive models, in which case
they are applied within a general risk management area, or functional
models, in which case they are applied in selective management areas
that directly or indirectly require the implementation of an approach to
risk, such as project management, information security management,
logistics or internal control (Jedynak and Bak, 2018). After their initial
construction, these models need to be updated regularly so that they
remain adapted to the current situation of the organization, which,
after all, is itself subject to constant change, both internally and in the
sphere of relations with the environment.



6 Existing models for assessing risk management maturity

The model proposed by Hillson in 1997 (Hillson, 1997) is considered
to be the first model dedicated to assessing the maturity of risk manage-
ment. It was also a source of inspiration for the authors of subsequent
maturity models. These models were usually presented and discussed
individually; they were rarely the subjects of comparative reviews and
analyses. The authors of comparative publications (cf. Zou et al., 2010;
Wieczorek-Kosmala, 2014; Salawu and Abdullah, 2015; Caiadoa et al.,
2016; Antonucci, 2016; Proenga et al., 2017; Hoseini et al., 2019; Cech
and Januska, 2020) tended to select up to a dozen, but usually a few,
models. Consequently, such comparisons did not provide a complete
picture of RMMM. The objective of this chapter is to review 34 models
developed between 1997 and 2021, i.e. all known models that we have
been able to identify in the literature on the subject. In comparing
them, we used several criteria that allow for a preliminary recognition
regarding both the structure of the models themselves and their pos-
sible applications (Table 1.1).

The models under analysis have individual authors or have been
developed by professional organizations such as: International
Association for Contract and Commercial Management (2003),
Risk and Insurance Management Society (2006; 2015), Public Risk
Management Association ALARM (2009), AON & Wharton School
of the University of Pennsylvania (2011), IIRM Investors in Risk
Management (2016), Deloitte (2016), Office of Rail and Road (2019)
and OECD (2021).

Using the criterion of model type, we observed that the models
always contained a set of attributes, i.e. characteristic features that
should undergo assessment to provide the possibility of determining
the level of advancement of risk management activities. In most cases,
the sets of attributes were further supported by questionnaires, in which
specific questions were formulated in such a way that answers to them
should provide a full range of information allowing an assessment of
each attribute.

Considering the criterion of target applications, the models under
comparison can be divided into two groups: those that can be applied in
general management and those dedicated to selected management areas
such as project management (RMRDPC, 2002; Ren and Yeo, 2004, Yeo
and Ren, 2009; Hopkinson and Lovelock, 2004; Loosemore et al., 2006;
Ongel, 2009; Zou et al., 2010; Hopkinson, 2011; Salawu and Abdullah,
2015; Hoseini et al., 2019; Hartono et al., 2019), information security
management (Lacey, 2007; Mayer and Fagundes, 2009), internal control
(Ferrando and De La Parra, 2008), organizational culture (Domanska-
Szaruga, 2020) or logistics (Tubis and Werbinska-Wojciechowska, 2021).



Table 1.1 Characteristic features of the existing risk management maturity models

Name of model Author, year Type Application Sector Using
Hillson Risk Maturity Hillson, 1997 Attributes General All sectors Self-assessment
Model management
Risk Exposure Simons, 1999 Attributes with ~ General All sectors Self-assessment
Calculator questionnaire management
Risk Management Risk Management Attributes Projects All sectors Self-assessment
Maturity Level Research and
Development RMRP Development Program
Version 1.0 Collaboration
(RMRDPC), 2002
IACCM Business Risk  International Attributes with ~ General All sectors Self-assessment
Management Maturity ~ Association for questionnaire management
Model (BRM3) Contract and
Commercial
Management
(IACCM), 2003
Risk Management Ren and Yeo, 2004 Attributes with  CoPS projects  CoPS providers Self-assessment
Capability Maturity questionnaire and respondents
Model for Complex survey
Product Systems Yeo and Ren, 2009 Attributes with  CoPS projects  CoPS providers in  Self-assessment
[CoPS] Projects questionnaire consumer goods  and respondents
and services survey
HVR Project Risk Hopkinson and Attributes with ~ Projects All sectors Expert assessment
Maturity Model Lovelock, 2004 questionnaire
The Risk Management  Chapman, 2006 Attributes General All sectors Self-assessment
Process Maturity management
Model

(continued)
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Table 1.1 Cont.

Name of model Author, year Type Application Sector Using
PMI’s Risk Management Loosemore et al., 2006  Attributes with  Projects All sectors Self-assessment
Maturity Model questionnaire
RIMS Risk Maturity Risk and Insurance Attributes General All sectors Self-assessment
Model for Enterprise Management Society management
Risk Management (RIMS), 2006
Risk and Insurance Attributes with ~ General All sectors Self-assessment,
Management Society questionnaire management respondents
(RIMS), 2015 survey and expert
assessment
Risk Management Macgillivray et al., 2007  Attributes General Water utility Self-assessment
Capability Maturity management sector and external
Model evaluation
(voluntary or
audit)
Capability Maturity Lacey, 2007 Attributes Information All sectors Self-assessment
Model for security
Information Risk management
Management system
Operational Risk Ferrando and De La Attributes with  Internal control Insurance Self-assessment
Management Maturity ~ Parra, 2008 questionnaire systems and respondents
Model survey
Enterprise Risk Ciorciari and Blattner, Attributes General All sectors Self-assessment
Management 2008 management

Maturity — Level
Assessment Tool
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ALARM National

Performance Model
for Risk Management
in the Public Services

Model to Assess the

Maturity Level of the

Risk Management

Process in Information
Security MMGR Seg

Construction Risk

Management Maturity

Model
Risk Management
Maturity Model
for Construction
Organizations
Risk Maturity Index

Project Risk Maturity

Model

Risk Maturity Model for
Dutch municipalities

Overall Risk

Management Maturity

Level (ORMML)

Public Risk Management Attributes with

Association ALARM,

2009

Mayer and Fagundes,

2009

Ongel, 2009

Zou et al., 2010

AON & Wharton School
of the University of

Pennsylvania, 2011
Hopkinson, 2011

Cienfuegos Spikin, 2013

Salawu and Abdullah,

2015

questionnaire

Attributes

Attributes with
questionnaire

Attributes with
questionnaire

Attributes with
questionnaire

Attributes with
questionnaire

Attributes with
questionnaire

Attributes with
questionnaire

General
management

Information
security
management
system

Projects

Projects

General
management

Projects
General
management

Projects

Public sector

All sectors

Construction

Construction

All sectors

All sectors

Public sector

Construction

Self-assessment and
expert assessment

Self-assessment

Self-assessment

Self-assessment
and external
evaluation

Respondents survey
and expert
assessment

Respondents survey
and expert
assessment

Self-assessment
and respondents
survey

Self-assessment
and respondents
survey

(continued)
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Table 1.1 Cont.

Name of model Author, year Type Application Sector Using

Risk Management IIRM Investors in Risk  Attributes General All sectors Expert assessment
Maturity Model Management, 2016 management

Maturity Model for Oliva, 2016 Attributes with  General Supply chains Respondents survey
Enterprise Risk questionnaire management and expert
Management (in assessment
supply chains)

Delloitte’s Risk Maturity Deloitte, 2016 Attributes General All sectors Self-assessment and
Model management expert assessment

Risk Management: A Proencga et al., 2017 Attributes with ~ General All sectors Self-assessment
Maturity Model Based questionnaire management and respondents
on ISO 31000 survey

Generic Risk Maturity ~ Hoseini et al., 2019 Attributes with  Projects Construction Self-assessment and
Model (GRMM) questionnaire expert assessment
for evaluating risk
management in
construction projects

RM3 The Risk Office of Rail and Road, Attributes General Rail industry Self-assessment and
Management Maturity 2019 management expert assessment
Model

Model of Project Risk Hartono et al., 2019 Attributes with  Projects Construction, Self-assessment
Management Maturity questionnaire ICT and telcoa and respondents

industries survey
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Risk Management Cech and Januska, 2020
Maturity Model for
Automotive Industry

Maturity Model of Risk Domanska-Szaruga,
Management Culture 2020

Enterprise Risk OECD, 2021
Management Maturity
Model

Risk Management Tubis and Werbinska-
Maturity Model for Wojciechowska, 2021

Logistic Processes

Attributes with
questionnaire

Attributes with
questionnaire
Attributes

Attributes

General
management

Organizational
culture

General
management

Logistics
processes

Automotive
industry

Local government
units

Tax
administrations

Supply chains

Self-assessment,
respondents
survey and expert
assessment

Respondents survey

Self-assessment
Self-assessment

and respondents
survey

Source: the authors’ own work.
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12 Existing models for assessing risk management maturity

Thus, in the second group, the models for assessing risk management
maturity in the area of project management are the most numerous.

Using the criterion of a sector in which models could be applied,
we found that most of the models under examination could be used
without restrictions, i.e. in different types of organizations. Therefore,
these models were being designed and developed to be universal.
Nevertheless, there are models addressed to specific sectors, for example,
the water utility sector (Macgillivray et al., 2007), insurance (Ferrando
and De La Parra, 2008), public sector (ALARM, 2009; Cienfuegos
Spikin, 2013), construction (Ongel, 2009; Zou et al., 2010; Salawu and
Abdullah, 2015; Hoseini et al., 2019; Hartono et al., 2019), supply
chains (Oliva, 2016; Tubis and Werbinska-Wojciechowska, 2021), rail
industry (Office of Rail and Road, 2019), automotive industry (Cech
and Januska, 2020), tax administrations (OECD, 2021) and local gov-
ernment units (Domanska-Szaruga, 2020). The sector-oriented models
are intended for either private sectors or the public one.

The last criterion taken into account is the manner of using a
model. A significant proportion of the models provide for an internal
assessment formula in the form of an organization’s self-assessment
or self-assessment supported by respondents survey. In contrast, some
models require the involvement of external experts (Hopkinson and
Lovelock, 2004; RIMS, 2015; ALARM, 2009; AON & Wharton School
of the University of Pennsylvania, 2011; Hopkinson, 2011; Oliva,
2016; Deloitte, 2016; Hoseini et al., 2019; Office of Rail and Road,
2019; Cech and Januska, 2020). Experts’ opinions sometimes support
self-assessment. There are also models in which assessment should be
implemented as external evaluation — voluntary or audit (Macgillivray
et al., 2007; Zou et al., 2010). Thus, we found that the models under
comparison provided for three types of assessment: internal, external
and mixed.

1.2.2 The attributes of risk management maturity assessment
in the existing models

In the 34 models under examination, we identified a total of 45
attributes that undergo assessment (Table 1.2). They represent the
following specific groups: improvement (I), cooperation (C), resources
and competences (R), formalization (F), processes (P), social issues
(S) and methodology (M).

In terms of frequency of occurrence, the attributes were divided into
those occurring very frequently (in 20 or more models), those occurring
with fairly high frequency (in 10-19 models) and those occurring less
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frequently (in fewer than 10 models). The very frequently occurring
attributes are the following: Risk Management (RM) process, methods,
techniques and tools (in 28 models) and organizational culture/internal
environment (in 24 models). This means that the authors of the existing
models of maturity assessment most often focused on the significance
of tools to be used in risk management, as well as cultural determinants
of maturity. In the latter case, they took into account the influence of
an organization’s culture and internal environment on the preventive
and compensatory orientation in its activities. The set of the attributes
occurring quite frequently in the models under analysis includes
commitment/participating (in 15 models), monitoring, reporting and
audits (in 14 models), information management and communication (in
13 models), competence/skills (in 13 models), experience (in 12 models),
RM knowledge and technology (in 11 models), application/practice (in
10 models), management/governance (in 10 models), people, leadership
and strategy and policies (in 10 models). The attributes listed above are
diverse, covering issues related to the risk management function, avail-
able resources and competences, as well as the role of managers.

Analysing the maturity assessment attributes chronologically, we
identified apparent trends and changes in their popularity over time.
Initially (mainly in the years 1997-2004), the most commonly used
attributes were those associated with a processual approach to risk and
related to the competences, knowledge and experience of risk managers,
as well as the communication and flow of information about risk and
the methods of its management (cf. Hillson, 1997; Ren and Yeo, 2004).

The more recent models (those developed in the years 2006—
2007) started to take into consideration a wider range of features,
supplementing the existing attributes with new ones concerning, for
example, the awareness of risks occurring in organizations, the organ-
izational image, the integration of risk management into the overall
organizational management system, or the integration of the human
factor into risk management, including the role of leadership or the
degree of decentralization of planning and risk management tasks (cf.
Loosemore et al., 2006; Lacey, 2007).

Subsequently, from 2007 onwards, selecting attributes for assessment
models, their authors started to take into account the need to for-
malize the risk management process, for example, in terms of building
a risk management strategy and/or policy, implementing standards
and procedures, as well as developing organizational learning and con-
tinuous improvement functions, mainly through monitoring, reporting
and control (cf. Macgillivray et al., 2007; Deloitte, 2016; Hartono
et al., 2019).
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Table 1.2 Attributes assessed in the existing risk management maturity models

Model Attributes

F|S |M |R|I |I |P

RM knowledge and technology | =

Information management

Internal environment
and communication

techniques and tools

Growth

| Definition | context

Hillson, 1997

<
N

Simons, 1999

RMRDPC, 2002

SIS S| Application | Practice

IACCM, 2003

Ren and Yeo 2004

<<

Yeo and Ren 2009

Hopkinson and Lovelock, 2004

Chapman, 2006

SISISISISIS|S SN | Organizational culture |
AN ANASAYASAY N | RM process, methods,

SIS ISISISIS [N Experience

Loosemore et al., 2006

RIMS, 2006

RIMS, 2015

Macgillivray et al., 2007

Lacey, 2007 v v

Ferrando and De La Parra, 2008

ANEN

Ciorciari and Blattner, 2008

ALARM, 2009

Mayer and Fagundes, 2009 v

Ongel, 2009

Zou et al., 2010

AON & Wharton School, 2011

Hopkinson, 2011

Cienfuegos Spikin, 2013 v

Salawu and Abdullah, 2015

IIRM, 2016 v

Oliva, 2016

Deloitte, 2016

Proenga et al., 2017 v

Hoseini et al., 2019

Office of Rail and Road, 2019

Hartono et al., 2019

NN ER

INEN

Cech and Januska, 2020

Domanska-Szaruga, 2020 v

INENENENENEN B EN RPN EN BN ENENENES

INENENENEN IR EN I ENEN

OECD, 2021

Tubis and Werbinska-Wojciechowska, 2021

S RN S RN B RN RN EN N BN BN BN ENES BN BN BN RN RSB

)
=
—
)
—
o
—
—_
w
—
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Total 6
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Table 1.2 Cont.

Model

Attributes

F

P

~

~

~

Scope

Integration with other

processes

Verification and validation

Reviewing, feedback and
organizational learning

Monitoring, reporting and

audits

Documentation, procedures

and standards

Hillson, 1997

Simons, 1999

RMRDPC, 2002

IACCM, 2003

Ren and Yeo 2004

Yeo and Ren 2009

NN

Hopkinson and Lovelock, 2004

Chapman, 2006

Loosemore et al., 2006

RIMS, 2006

RIMS, 2015

Macgillivray et al., 2007

Lacey, 2007

Ferrando and De La Parra, 2008

Ciorciari and Blattner, 2008

ALARM, 2009

Mayer and Fagundes, 2009

Ongel, 2009

Zou et al., 2010

AON & Wharton School, 2011

Hopkinson, 2011

Cienfuegos Spikin, 2013

Salawu and Abdullah, 2015

IIRM, 2016

NENES

Oliva, 2016

Deloitte, 2016

Proenca et al., 2017

Hoseini et al., 2019

Office of Rail and Road, 2019

Hartono et al., 2019

Cech and Janugka, 2020

INENEN

Domanska-Szaruga, 2020

INENENEN

OECD, 2021

NENEARS

Tubis and Werbinska-Wojciechowska, 2021

Total

=]

IS SRS ][S K]S

[>2)

Source: the authors’ own work.
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Thus, we noticed, on the one hand, the emergence of new attributes
in the successive maturity assessment models and, on the other hand,
the inclusiveness of the models consisting in the fact that some attributes
were included throughout the development of the maturity models (e.g.
RM process, methods, techniques and tools or organizational culture/
internal environment) and were successively complemented by newly
created attributes. This indicates the evolutionary nature of the develop-
ment of risk management maturity assessment models over the 25 years
covered by our analysis.

1.2.3 The scales of risk management maturity assessment in
the existing models

In our analysis of the existing RMMM, we also paid particular attention
to their assessment scales (Table 1.3).

In most of the analysed models, a five-grade scale is used to assess
the maturity of risk management. In a few of them, the scale starts from
level 0, which indicates that risk management does not function at all
in a given organization (RIMS 2006; 2015; Proenga et al., 2017) or that
its approach to this issue is reactive (Cech and Januska, 2020). However,
the majority of the scales start from level 1, which signifies the presence
of a certain, as yet unspecified and unformalized approach to risk in an
organization. Actions resulting from this approach are taken without
much preparation, on an ad hoc basis. This level of maturity is most
often referred to as initial (in 9 models), ad hoc (in 8 models) or naive
(in 4 models). Different terms are used to describe intermediate levels
of maturity, indicate the progressing evolution of the risk manage-
ment process, highlight the cyclical character and recurrence of actions
taken to address risks or emphasize the formalization and integration
of such actions and their effectiveness. The expressions used to define
the highest level of maturity indicate professionalization, sophistication
of activities and achievement of excellence. We also identified models
whose scales for assessing risk management maturity deviated from
those dominating in the other models. In two models (Hoseini et al.,
2019; Hartono et al., 2019), there are no defined maturity levels. Instead,
assessment is performed by means of a numerical scoring system using
a maturity score.



Table 1.3 The assessment scales adopted in the existing risk management maturity models

Model Maturity levels
0 1 2 3 4 5
Hillson, 1997 Naive Novice Normalized Natural
Simons, 1999 Safety Zone Caution Zone Danger Zone
RMRDPC, 2002 Ad hoc Initial Repeatable Managed
TACCM, 2003 Novice Competent Proficient Expert
Ren and Yeo 2004 Initial Repeatable Defined Managed Optimized
Yeo and Ren 2009 Initial Repeatable Defined Managed Optimized
Hopkinson & Lovelock, 2004 Naive Novice Normalized Natural
Chapman, 2006 Initial Basic Standard Advanced
Loosemore et al., 2006 Ad hoc Defined Managed Integrated
RIMS, 2006 Non existent Ad hoc Initial Repeatable Managed Leadership
RIMS, 2015 Non existent Ad hoc Initial Repeatable Managed Leadership
Macgillivray et al., 2007 Initial Repeatable Defined Controlled Optimized
Lacey, 2007 Informal and Planned and  Defined and Managed and  Optimized and
ad hoc tracked institutionalized measured agile
Ferrando and De La Parra, 2008 Traditional Awareness Monitoring Quantification  Integration
Ciorciari and Blattner, 2008 Very weak Poor Middle Good Optimized
ALARM, 2009 Engaging Happening Working Embedded Driving
Mayer and Fagundes, 2009 Initial Known Standardized Managed Optimized
Ongel, 2009 Ad hoc Established Managed Integrated
Zou et al., 2010 Initial and ad hoc  Repeatable Managed Optimized
AON & Wharton School, 2011 Initial Basic Defined Operational Advanced
Hopkinson, 2011 Naive Novice Normalized Natural
Cienfuegos Spikin, 2013 Initial Repeatable Defined Managed Optimized
Salawu and Abdullah, 2015 Naive Novice Managed Optimized
(continued)
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Table 1.3 Cont.

Model Maturity levels
0 1 2 3 4 5

IIRM, 2016 Very basic Basic Emerging Mature Advanced

Oliva, 2016 Insufficient Contingency  Structured Participative

Deloitte, 2016 Initial Fragmented Top down Integrated Risk Intelligent

Proenga et al., 2017 Non existent Initial Managed Defined Quantitatively ~ Optimizing
Managed

Hoseini et al., 2019 No maturity levels — instead scoring system (maturity score 1-10)

Office of Rail and Road, 2019 Ad hoc Managed Standardized Predictable Excellence

Hartono et al., 2019 No maturity levels — instead scoring system (maturity score 1.2-2.7)

Cech and Januska, 2020 Reactive Aware Proactive Adult Risk-smart

Domanska-Szaruga, 2020 Reactive Institutional  Effective Optimal

OECD, 2021 Emerging Progressing Established Leading Aspirational

Tubis and Werbinska- Poor Basic Good Satisfactory Excellent

Wojciechowska, 2021

Source: the authors’ own work.
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2 Cirisis situations and risk
management maturity

2.1 Crisis in enterprise management

A crisis in an enterprise’s operations is most often equated with an unex-
pected, potentially disruptive situation that can threaten its objectives
as well as impact its internal environment and external relationships
(Coombs and Holladay, 2002; Bundy et al., 2017). Crisis can also pre-
sent an opportunity for business improvement, but only if decision
makers take advantage of it properly (Brockner and James, 2008).
Furthermore, crisis is most often a dynamic process that is usually not
limited to triggering changes in one area, but tends to spread throughout
an enterprise and beyond (Hart et al., 2001). Crisis situations follow
either continuous or sudden changes in the business environment.
Such changes force enterprises to tackle increasingly difficult adapta-
tion demands which, if not met, can threaten the continuity of business
operations (Mikusova and Horvathova, 2019).

Crisis experienced by an enterprise is in each case a specific man-
agement situation which very often requires the development of adap-
tation mechanisms or the implementation of corrective and remedial
actions neutralizing to the highest possible extent the scale of nega-
tive consequences resulting from a crisis situation (Jedynak and Bak,
2021). Adopted by an enterprise’s management team, a specific way of
proceeding in crisis depends on the type of difficulties they experience.

The most general classification divides crises into external and
internal. External crises have their sources outside an enterprise and
often affect either whole sectors or all enterprises, having a macroeco-
nomic character. Internal crises affecting a business organization may
originate in various areas of its activity such as management processes,
sales, production, logistics, customer relations, investments, finance,
development, etc. The sources of such crises include, for example (Zelek,
2003), mistakes in management, inadequate financial control, high level
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of costs, marketing mistakes, lack or weakening of competitive advan-
tage, overinvestment and weakening financial condition.

The main types of management crises distinguished on the basis of
various criteria are presented in Table 2.1.

Crises generate a number of implications of organizational, per-
sonnel, financial, technological, procedural, logistical, reputational,
etc., nature. The catalogue of challenges faced by managers during a
crisis situation includes the following: (1) quickly integrating informa-
tion and designing decision-making processes based on it in hitherto
unknown circumstances (Thiirmer et al., 2020), (2) revising the existing
corporate management strategy and coordinating it with the changes
that need to be implemented in response to a crisis (Bayazit et al., 2003;
Wenzel et al., 2020), (3) developing an appropriate crisis management
strategy adapted to the internal and external environment of an organ-
ization (Litovchenko, 2012), (4) applying the rules of crisis leadership
(Wang and Belardo, 2005; Karim, 2016), (5) skilfully delegating powers
and responsibilities in the crisis management process (Cener, 2007),
(6) reorganizing key processes (Slatter and Lovett, 2001), (7) developing
crisis adaptation measures and using post-crisis changes for the further
growth of an enterprise (Mikusova and Horvathova, 2019).

The wider the range of problems emerging with a crisis, the more
important is the dynamics of managers’ responses to them. If an escal-
ating crisis is not contained and properly managed in due time, it may
trigger a chain reaction of problems occurring and spreading rapidly
problems within an enterprise and even among its stakeholders (Fener
and Cevik, 2015). A particular threat to an enterprise is such an escal-
ation of a crisis that results in the transformation of a difficult situation
into a crisis of a strategic nature. A strategic crisis is characterized by
a malfunctioning of basic business mechanisms, a sharp slowdown or
stoppage in an enterprise’s development, abrupt inhibition or preven-
tion of further development and the management system’s loss of the
ability to self-regulate (Shiller, 2012, Groh, 2014).

2.2 The COVID-19 pandemic as a specific type of crisis

The COVID-19 pandemic is a source of unique types of crisis that
have been experienced with various intensity by enterprises from many
different sectors since the beginning of 2020. Similarly, it has not been a
neutral force for business management systems. Both enterprises nega-
tively affected by the consequences of the pandemic and those for whom
they have been a source of growth and improved competitive position
(Jedynak and Bak, 2021) have been forced to adapt their management



Table 2.1 The types of crises in enterprise management

Criterion of
distinction

Type of crisis

Crisis characteristics

Source of crisis

Adaptability

Processual
character

Life cycle

Economic crisis
Information crisis
Physical crisis

Human resources crisis
Image-related crisis

Crisis related to natural
disasters and terrorism

Crisis of adaptation

Crisis of continuity

Potential crisis
Hidden crisis

Overt crisis

Leadership crisis

Crisis of autonomy

Crisis of decentralization

Market crisis, financial crisis, growth crisis, crisis resulting from legal changes,
employment crisis

Communication problems, problems with access to market information, loss of data
or failure to keep data or information confidential

Production disruptions, problems with quality of products/services

Loss of employees, employee frauds

Negative opinions

Related to natural disasters and terrorism

It manifests itself in problems with adaptation to threats; the most common cause is
the petrification of organizational structures and management procedures

It consists in a lack of inertia, is caused by disruptions of the management process
due to constant changes.

A threat to an enterprise’s activities and pursuit of objectives resulting from the
negative influence of various external and internal phenomena

Difficulties in achieving an enterprise’s objectives and managing its resources, often
equated with so-called transitional difficulties

Appearance of difficulties in the functioning of an enterprise whose consequences
may threaten its economic existence

Growth of an enterprise to such an extent that it exceeds the controlling abilities of
its founder or initiator — it usually results in a loss of control over the enterprise’s
growing range of operations and size

Appearance of chaos in the established organizational structure, loss of control over
supervised areas of an enterprise’s activities at the particular hierarchical levels

It forces managers to focus on better coordination of decentralized activities and may
indicate the beginning of another phase of an enterprise’s growth

(continued)
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Table 2.1 Cont.

Criterion of Type of crisis Crisis characteristics
distinction
Crisis of Decrease of the effectiveness of functioning of large enterprises due to their natural
bureaucratization tendency to expand bureaucracy and thus increase fixed costs
Crisis of maturity It is connected with an enterprise’s failure to continue its development
Time Sudden crisis Disturbances in conducting business activities that appear without warning
Smouldering crisis Each business problem growing in time, regardless of its source
Nature of crisis Internal crisis It constitutes a subsystem of management, is caused by factors occurring within an
enterprise, such as improper management or a wrong financial policy
External crisis Its causes are mainly macroeconomic processes, new social phenomena, technological
progress, market globalization, etc.
Pace of crisis Sudden/immediate crisis It is characterized by a lack of time for research and planning, decisions have to be
taken immediately
Chronic crisis It may last for months or even years, a long period of time is not conducive to taking
effective measures to contain a crisis
Reality of crisis Real crisis It is caused by various factors and usually leads to many problems in an enterprise
Virtual crisis It is artificially created in order to bring about changes and, consequently, develop
and increase an enterprise’s revenue base
Course of crisis Type I crisis It is characterized by a gradual intensification of negative effects and a long-lasting
accumulation of crisis phenomena
Type II crisis It is characterized by a medium duration, rapid spreading and variable intensity of
destructive effects
Type III crisis Is characterised by a short duration, rapid course and very fast accumulation of

destructive effects

Source: the authors’ own work based on: Krystek (1987); Mitroff (2004); Sienkiewicz-Matyjurek (2015); Zelek (2003); Ziarko and Walas-Tre¢bacz
(2010).
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processes to significantly different conditions of conducting business
activities (Li et al., 2021). The identification, analysis and assessment
of the risks caused by COVID-19 were hampered by the intensity,
dynamism and unpredictability of the social and economic changes
generated by the pandemic. The hallmark of these risks is the difficulty
of applying preventive measures and, consequently, the impossibility of
implementing any preventive strategy (Jedynak and Bak, 2021).

From the perspective of business management, the COVID-19
pandemic has generated a number of circumstances constituting the
consequences of the emergence of various financial, organizational,
strategic, as well as global risk factors (Jedynak and Bak, 2021). As
regards financial problems, business managers face the challenge of
dealing with, among others, the following problems: liquidity (Maurin
etal., 2020; Bircan et al., 2020), insurability of risks (Richter and Wilson,
2020), pricing (Abdelnour et al., 2020) or creditworthiness (Koulouridi
et al., 2020). On the other hand, in the case of organizational issues, the
COVID-19 pandemic has forced business organizations to take specific
actions in response to formal and legal problems related to pandemic
restrictions (Ernst & Young, 2020) and staffing issues (Gartner, 2020).
Another area of managerial challenges during the pandemic comprises
strategic problems, mainly concerning maintaining business con-
tinuity under new conditions (Gourinchas et al., 2020), counteracting
reputational loss, e.g. through development in the CSR area (He and
Harris, 2020), or adjusting investment processes, mainly in terms of
foreign investment (Unctad, 2020). The main sources of challenges
for corporate management in the category of global problems are
complications with cooperation within global supply chains (Craven
et al., 2020; Hedwall, 2020) and technological problems (Splett, 2020).

For enterprises, the phenomena resulting from the COVID-19 pan-
demic are either a significant source of problems in various areas of
activity or an opportunity for growth and improved performance. The
determinants of failure or success of business organizations during the
COVID-19 pandemic, are presented in Table 2.2.

In response to the effects of the COVID-19 pandemic on enterprises,
managers have faced the challenge of implementing dynamic and reso-
lute measures to maintain business continuity (in the case of companies
negatively affected by the pandemic) or exploiting growth opportunities
created by the pandemic phenomena (in the case of companies experi-
encing positive consequences of the pandemic).

In the case of companies experiencing the negative consequences
of the pandemic crisis, the actions of management teams should be
directed mainly at mitigating the identified threats and fighting their
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Table 2.2 The determinants of failure or success of enterprises during the
COVID-19 pandemic

Determinants of success Determinants of failure
(1) Strategy: (1) Law and economy:
— Business continuity plan — Reduction of activity
— Continuous risk assessment — Pandemic in enterprises
— Strategic partnership — Fee collection prohibition
— Coopetition — Lack of aid
— Investment — Health restrictions
— Scenarios — Fall in interest rates
— Community involvement (2) Sector:
— Diversification — Fall in prices and margins
(2) Business model: — Destabilization of demand
— Digitalization — Global drop in supply
— Fractionalization — Logistic problems
— Scale of operations (3) Customers:
— Production/service capacity — Customers’ problems
— Operational efficiency — Changes in purchasing
— Supply chain effectiveness behaviours
— Price competitiveness — Changes in working methods
(3) Resources: — Long-term contracts
— Initial capital — Necessity of concessions
— Relational capital — Poor customer structure
— Trust of partners (4) Finance:
- OW“? — Bad initial situation
— Experience — Lack of financial reserves
— Strong R&D — Debt-based strategy
— Logistic infrastructure — Additional costs
— Employee competences — High fixed costs
— Growth potential — Problems with rapid

(4) Flexibility: re-education of costs
— Monitoring the environment (5) Resources:
— Rapid response

o . — Large permanent staff
— Rapid implementation of

— Excess of tangible investments

innovations — Large stocks
— Finding financing sources
— Structural changes 6) Management:.
— Legal adaptability — Strategy mismatch

. — Poor forecasting
(5) Services/products: — Slowness in decision-making
— Market quality — Overestimation of survival
— Service quality possibilities
— Comprehensiveness of services — Naivety
— Multiplication of innovations — Lack of product diversification

— Versatility of services — Lack of location diversification
— Delivery time
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Table 2.2 Cont.

Determinants of success Determinants of failure
(6) Customer relations: (7) Sales:
— Loyalty programmes — Dominance of stationary sales
— Dynamic marketing — Low digitalization of sales
— Customer communication — Limitations of digital sales
— Social media — Slow digital transformation

(7) Environment:
— Macroeconomic situation
— Increase in demand
— Changes in customer
preferences
— Technological megatrends

Source: the authors” own work based on: Jedynak and Bak (2021).

own weaknesses in the following areas (Jedynak and Bak, 2021): (1)
reducing the negative impact of the macro-environment, (2) redu-
cing sectoral risks, (3) responding adequately to troubles in customer
relations, (4) preventing financial problems, (5) taking care of resources,
(6) reducing managerial deficiencies and (7) improving the sales strategy.

On the other hand, for enterprises that can use the experience of the
pandemic crisis to improve their position, management actions should
be mainly focused on exploiting opportunities and developing strengths,
especially those related to (Jedynak and Bak, 2021): (1) exploring the
strategic fit, (2) exploiting business model strengths, (3) leveraging
resource potential, (4) discounting flexibility, (5) competing based
on products and services, (6) leveraging customer relationships and
(7) taking advantage of positive changes in the environment.

2.3 Challenges to risk management in crisis

On the one hand, a crisis in an enterprise can be (and most often is) the
cause of many problems in its activities; on the other hand, it can be a
stimulator of development and improvement of the competitive position.
Therefore, the adopted principles and methods of management during a
crisis may determine its final consequences for an enterprise. Of course,
the external conditions of a crisis are often independent of the adopted
crisis management strategy; nevertheless, a right crisis strategy can signifi-
cantly mitigate the negative effects of a crisis (Jedynak and Bak, 2021).
This is why crisis management has an indisputable role in determining the
ultimate degree of severity of a crisis situation for an enterprise.
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In the most general terms, crisis management is a process by which a
company takes adequate measures to deal with a disruptive and unex-
pected event that threatens to harm both the company, its stakeholders
and society at large (Bundy et al., 2017). Crisis management can thus
be described as the coordination of complex systems and the design
of an organizational structure in such a way that the process serves to
prevent crisis situations, reduce the scale and scope of their negative
consequences, as well as improve based on the lessons learned from
past crises (Bigley and Roberts, 2001; Gephart et al., 2009; Pearson and
Clair, 1998; Starbuck and Milliken, 1988). Therefore, the process of
crisis management goes significantly beyond a list of planned crisis pre-
vention measures to include communication, which has three primary
objectives. The first is an objective formulated even before a crisis occurs
and concerns minimizing the likelihood of its occurrence. The second
objective is formulated already during the course of a crisis and focuses
mainly on minimizing its scale and scope of potential damage. The third
objective is crucial already after a crisis and focuses on restoring the
normal functioning of an enterprise (Bundy and Pfarrer, 2015; Kahn
et. al., 2013; Pearson and Clair, 1998).

The crisis management process itself is holistic and can be divided
into the following phases (Jaques, 2007; Coombs and Hollady, 2002):
(1) the preparation (pre-crisis) phase, which includes forecasting, risk
estimation, preventive measures and preparation for a possible crisis,
(2) the decision-making phase, which includes responses to crisis events
and (3) the post-crisis phase, which includes mitigation of the negative
effects of a crisis, restoration of normal functioning, verification of
implemented anti-crisis strategies and improvement actions.

When one takes into account that the core of crisis management is
the integration of prevention and counteraction (Glaesser, 2006), what
becomes evident is the special role that risk management plays in man-
aging an enterprise during crisis.

Indeed, crisis management and risk management are undoubtedly
closely related management domains. It is not uncommon to see the
former contained within the latter (Shayb, 2017; Ndlela, 2018; Jedynak
and Bak, 2021). In essence, crisis management is an important compo-
nent of a risk management system, representing a holistic approach to
the risks faced by business organizations. Risk management and crisis
management should therefore function on a feedback basis. It should
also be borne in mind that crisis management cannot be limited to
anti-crisis measures only. One of its objectives should also be to antici-
pate the future in order to prevent crises or to prepare enterprises for
their possible occurrence. Moreover, as one of the main management
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domains, crisis management cannot be limited to episodic activities,
either. It should be a continuous process, permanently embedded in the
enterprise management system, compatible with risk management at
the prevention stage and with business continuity management at the
counteracting stage (Jedynak and Bak, 2021).

On the other hand, despite the fact that risk management is com-
monly considered to be a process of mainly preventive nature (Ndlela,
2018), aiming to minimize the possibility of negative events occurring
to the maximum extent (which represents the best way to anticipate
and prevent crises), one of its implicit objectives is also to minimize the
scale of negative consequences of such events. Thus, risk management
processes, and especially the phases of risk identification, analysis and
assessment, may prove to be effective tools for streamlining manage-
ment and improving its efficiency once a crisis has actually occurred. In
such circumstances, management does not address the risk of a poten-
tial crisis, but takes the form of measures targeted at the risk of nega-
tive consequences. Risk management during a crisis can also contribute
to limiting the scale of such consequences. A crisis in the activities of
an enterprise can undoubtedly be a source of both opportunities and
threats, so risk management in a crisis situation has two key object-
ives: (1) to support the success factors in enterprises for which a crisis
becomes a stimulus to exploit previously unknown opportunities and
(2) to limit the failure factors in enterprises for which a crisis is a source
of serious threats that should be eliminated as much as possible in order
to maintain the continuity of operations (Jedynak and Bak, 2021).

2.4 The maturity of risk management in crisis situations

Measuring the maturity of an enterprise’s risk management can have
positive results in many areas of its operation. The awareness of the
degree of professionalization, scope and effectiveness of risk manage-
ment processes carried out within an enterprise can significantly assist
management teams in, on the one hand, making a credible assessment
of the risk management system in place and, on the other hand,
allowing for the identification of imperfections and designing improve-
ment measures in the face of exposed weaknesses of the system.

It is recommended that specific aspects determining the level of
risk management maturity be measured, which include, among others:
organizational culture, risk management processes, business experience,
organizational structure, sector, company size, performance and market
value, held assets, level of internationalization and geographical loca-
tion (Shah et al., 2009; Meskovic and Zaimovic, 2021).
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As it turns out, a high level of risk management maturity, as
diagnosed by performed measurements, can have a number of positive
consequences for an enterprise’s position. These include, for example,
greater management commitment, the creation of an Enterprise
Risk Management culture, the integration of risk management into
the enterprise’s strategy and operational plans, an excellent ability to
uncover risk dependencies and correlations across the entire enterprise.
All these outcomes combined lead to increased company value when
undertaking the Enterprise Risk Management maturity journey cet-
eris paribus (Farrell and Gallagher, 2015), which is a compelling argu-
ment for cyclical, precise and continuously improved measurement of
an enterprise’s risk management maturity based on a set of carefully
selected attributes.

Due to their specificity and scale of impact on an enterprise’s pos-
ition, crisis situations also constitute a very important reason for meas-
uring risk management maturity. A higher level of risk management
maturity, associated with the increasing professionalization and spe-
cialization of an enterprise in this area, may in this case contribute to
improved management under crisis conditions. Nevertheless, the meas-
urement of risk management maturity that would be adequate for crisis
situations should be adapted to their specific character, using such
assessment attributes that, on the one hand, can be universally applied
in risk management and, on the other hand, are dedicated to crisis
situations as different from periods of normal business activities. The
combined use of attributes of these two types should allow for diag-
nosing an enterprise’s both preparation for the potential occurrence of
a crisis and implementation of measures to neutralize a factual crisis
situation or to support its development by taking advantage of oppor-
tunities generated by a crisis situation.

In summary, it can be assumed that the sequence of emergence of
risk management maturity in crisis situations is as shown in Figure 2.1.

MATURITY

Professional /'

actions
Managers’ /

Crisis / awareness
situations

Figure 2.1 A sequence of the emergence of risk management maturity in crisis
situations.

Source: the authors” own work.
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3 Research methodology

3.1 Research objectives and questions

We conceptually divided the research process into the following stages:
(1) identification of a research gap, (2) formulation of research object-
ives and questions, (3) development of the authors’ original model
of risk management maturity, (4) targeted selection of enterprises to
be researched and sources of empirical data, (5) performance of the
research, (6) validation of the developed model (assessment of risk
management maturity of the selected enterprises in the years 2018 and
2020), (7) diagnosis of changes in risk management maturity in the
enterprises under analysis in the aftermath of the COVID-19 pandemic
and their implications for the management of these enterprises.

In view of the identified research and literature gap regarding the
lack of a model for assessing risk management maturity that takes
into account the specifics of crisis situations, we formulated two key
research objectives: one oriented towards theory development and
the other related to practical applications. The former concerned the
building of a new multidimensional model for assessing risk manage-
ment maturity, adapted to the specifics of crisis situations such as the
COVID-19 pandemic, while the latter was about the validation of the
proposed model in selected enterprises listed on the Warsaw Stock
Exchange and representing the sectors of financial services, construc-
tion and IT. In conjunction with the research objectives, we posed the
following research questions:

*  What attributes should be taken into account in order to make a
reliable assessment of the risk management maturity of enterprises
operating under crisis conditions?

* Has the risk management maturity of the examined enterprises
changed in the aftermath of the COVID-19 pandemic, and if so,
for which attributes has a change been observed?
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*  How should the developed model of assessing risk management
maturity be used so that it manifests utilitarian qualities in the prac-
tice of business management?

3.2 Research methods

In order to meet the research objectives and answer the research
questions, we used a triangulation of research methods (Denzin, 1970;
Flick, 2018). Qualitative research methods played a dominant role
in our work. The primary method used to build a risk management
maturity model was the morphological analysis method (Zwicky, 1966,
1972; Trocki and Wyrozebski, 2014). According to the methodological
rigour of this method (Zwicky, 1966, Miiller, 2013), the model building
process was divided into the following phases:

e defining the problem,

* identifying the problem variables, i.e. the main elements deter-
mining the solution of the problem, and establishing their values
(in our case — developing a catalogue of attributes and scales illus-
trating the values they take),

* compiling and arranging the problem variables (in our case — the
attributes) and the values corresponding to the variables (in our
case — the scales of the values taken by the attributes) in the form of
a table referred to as a morphological matrix,

e creating variants of solutions to the problem by combining the rele-
vant variants of the problem variables (in our case — developing a
combined scale of risk management maturity),

* evaluating the developed variants of solutions (in our case — meas-
uring the maturity of risk management in the enterprises under
analysis based on the assumptions of the model).

A graphical representation of the model building process is shown in
Figure 3.1.

Developing a catalogue of attributes in our model, we used the tech-
nique of exploratory research (Saunders et al., 2009). We defined the
attributes based on a review of the existing models and the current
literature on the subject, recognizing the need to broaden and refine
their scope in adjustment to crisis situations. Creating a measurement
scale for assessing the level of risk management maturity, we applied
the adaptation approach to scale development in management research
(Farh et al., 2006), which involves modifying the already existing scales
to create a more meaningful version. During the validation of our model
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The methodological rigour of a The application of rigour in the development of the
morphological analysis authors’ original RMMM

defining the problem | developing a risk management maturity model

adapted to crisis situations

identifying the problem variables, i.e. the
main elements determining the solution of
the problem, and establishing their values developing a catalogue of attributes and scales
illustrating the values they take

v

compiling and arranging the problem compiling and arranging attributes and their
variables and their corresponding values in »| corresponding values in the form of a

the form of a morphological matrix morphological matrix

creating variants of solutions to the o | developing a scale of the levels of risk management
problem by combining the relevant o maturity

variants of the problem variables

measuring risk management maturity in the
enterprises under analysis based on the assumptions
of the model

assessing the developed variants of
solutions

A\ 4

Figure 3.1 The application of the methodological rigour of a morphological
analysis in the development of a new risk management
maturity model.

Source: the authors’ own work.

we followed the data-oriented validation approach, specific to the valid-
ation of models in management, based on the important role of empir-
ical data in the validation practice in all main areas of science (Eker
et al., 2018). This approach enabled us as researchers to validate the
model in terms of the external evaluation of risk management maturity
of the enterprises participating in the research. Validating the model,
we also used a multiple case study combining a descriptive variant
and an exploratory variant (Yin, 2003). As regards the exploratory
variant, we used exemplification (Kazmierska, 2018), testing our model
on the selected enterprises. We tested the model for the following two
periods: 2018 (before the pandemic) and 2020 (during the pandemic).
For this purpose, we used the comparative analysis method (Esser and
Vliegenthart, 2017) in the closed comparison variant, where entities to
be compared are selected a priori, before the beginning of a research
project (Konecki, 2000). They are compared over time, intra- and inter-
sectorally, with respect to the majority of their respective risk manage-
ment systems. Applying the descriptive multiple case study variant, we
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used the method of analysing the content of the source documentation
(Bowen, 2009) generated in the enterprises participating in the research
in order to reliably assess the individual attributes of our model in the
enterprises. Furthermore, in order to make a final diagnosis of the
impact of the COVID-19 pandemic on risk management maturity of
the examined enterprises, we used a qualitative data analysis (Gibbs,
2021), including excerpts from the enterprises’ corporate documents
(citations) confirming specific changes in the assessment of the indi-
vidual attributes caused by the COVID-19 pandemic. For this purpose,
we coded the data, using the MAXQDA Analytics Pro 2022 software.
We used grounded coding, based on observations made during the
course of the research and the obtained research material. It took the
form of hierarchical coding, i.e. multi-level coding based on the extrac-
tion of the main categories of codes together with the sub-categories
assigned to them. The coding approach adopted by us was data driven
coding, that is coding based on a close relationship with data and pro-
viding for the incremental generation of analytical conclusions (Gibbs,
2007, 2021).

According to methodological rigour, we divided the coding process
into the following stages:

* preparing data for coding (selecting citations from the source
documents of the examined enterprises and assigning them to the
enterprises based on the adopted numbering within the sectors
under examination),

e preparing us (the authors of the monograph) as coders for
coding,

* conducting the first coding cycle (either co-author of the mono-
graph independently conducted the process of coding the citations
selected from the enterprises’ documentation),

*  we prepared the codebook,

* the second coding cycle (on the basis of the codes established by
us independently, we identified common codes on the basis of the
substantive relationships between the codes established by us inde-
pendently — we qualified 78 common codes for further analysis),

* the codes were prioritized and categorized, creating a code tree
(whereby we organized the codes, created code bundles and hier-
archical categories):

* we created five main categories of codes,

» within each of the five main categories of codes, we identified
three subcategories, following the principle of separability and
exhaustiveness of the created subcategories,



Table 3.1 The enterprises selected for the research

Sector Sub-sector Designations of Number of enterprises Number of enterprises
enterprises in the sub-sector in the sector
Construction (CON) Construction CON 1-CON 38 38 38
Financial Services (FS) Banks FS1-FS 12 12 28
Leasing and factoring FS 13 1
Financial intermediation FS 14-FS 15 2
Capital market FS 16-FS 21 6
Insurance FS 22-FS 24 3
Debt collection FS 25-FS 28 4
IT IT) Information technology IT 1-1T 24 24 41
Media IT 25-IT 38 14
Telecommunication IT 39-1T 41 3
Total - 107 107

Source: Gietda Papieréw Wartosciowych w Warszawie (2019). www.gpw.pl/spolki (Access: 25.06.2019); Gietda Papieréw Wartosciowych w Warszawie

(2021). www.gpw.pl/spolki (Access: 10.09.2021).
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* to each of the subcategories, we assigned specific codes based
on their relevance,
* we analysed the relationship between the codes and their categories,
and developed explanatory models allowing for an interpretation
of research results.

3.3 Data sources

We selected the enterprises for the research by way of targeted election.
We decided to validate our model and assess the maturity of risk man-
agement in those Polish corporations that had been listed on the main
(primary and parallel) market of the Warsaw Stock Exchange on
both 25 June 2019 and 10 September 2021 and represented the most
numerous sectors of financial services, construction and IT. These cri-
teria were fulfilled by 107 enterprises. Broken down into sectors and
sub-sectors, they are presented in Table 3.1.

In the presentation of the research results, we used anonymized names
of the enterprises under analysis, presented according to a predetermined
key: a sector name abbreviation + an ordinal number: financial services
(FS1-FS28), construction (CON1-CON38), IT (IT1-1T41).

In the research, we used triangulation of data sources (Knafl and
Breitmayer, 1989) to increase the reliability of the obtained information
(Patton, 1990). We assessed maturity based on the enterprises’ source
documentation for the years 2018 and 2020. The source documents that
were used as sources of empirical data together with the number of
the enterprises for which we used a particular source are presented in
Table 3.2.

Tuble 3.2 The sources of the empirical data

Empirical data source Number of enterprises

ES CON IT

Annual reports (financial statements and operations 28 38 41
reports)
Reports on capital adequacy as well as other 12 0 0

information and disclosures subject to obligatory
announcement by entities listed on the Warsaw

Stock Exchange
Non-financial information statements 1 8 1
Corporate governance statements 28 38 41
Integrated reports or sustainability reports 1 5 2

Source: the authors” own work.
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4 Development of a new risk
management maturity
assessment model

4.1 Attributes

Developing our risk management maturity model, we began by
establishing a catalogue of attributes to be assessed. We recommend
assessing risk management maturity against the following eight attributes:
A. Strategy, B. Planning and goals, C. Culture, D. Standards and
procedures, E. Processes, F. Roles and responsibilities, G. Compliance,
H. Crisis resilience. We chose these attributes, taking into account
those present in the existing models (especially the frequency of their
occurrence), as well as the specific requirements for risk management
that are characteristic of crisis situations. A detailed description of the
attributes is presented below.

A Strategy

This attribute concerns maturity at the level of strategic business man-
agement. First of all, it refers to the extent to which an enterprise’s
development strategy takes account of uncertainty and prevailing risks
(Sheehan, 2010; Slagmulder and Devoldere, 2018). In formulating a
growth strategy, it is important, among other things, to establish whether
strategic risks, e.g. business continuity risk, reputation risk, investment
risk (Jedynak and Bak, 2021), have been identified by the enterprise as
input in the process of its formulation.

Such features of the adopted development strategy as the occurrence
of strategic options, action scenarios and flexibility indicate the fulfil-
ment of the above condition.

A high level of an enterprise’s maturity is also indicated by the devel-
opment of professional strategies dedicated to risk management, in the
form of a Risk Management Strategy (Gantz and Philpott, 2013) or
strategies relating to specific types of risk, such as an operational risk
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management strategy (Qu and Zhang, 2012) or a market risk manage-
ment strategy (Chakraborty et al., 2021).

Finally, the integration of the management strategies functioning in
the enterprise, including risk management strategies, is important for
assessing maturity.

B Planning and goals

This attribute concerns the maturity associated with the formulation
of an enterprise’s goals and plans that take into account the risks
associated with its activities.

The formulation of business plans based on risk analyses is one of
the indications of a high level of risk management maturity within the
enterprise. This is fostered by the use of adequate analytical tools such
as the Strengths, Weaknesses, Opportunities, Threats (SWOT) Analysis
(Eshaghi et al., 2015), Failure Mode and Effect Analysis (FMEA)
(Mandru, 2012) or the Risk Matrix (Thomas et al., 2013).

The form of action plans, which can be characterized by multiple
variants and Scenario Planning (Zahradnickova and Vacik, 2014), is
also not without significance.

An additional important manifestation of maturity is the drawing
up of plans that are particularly oriented towards risk management,
for example: Risk Response Plans (Ahmadi-Javid et al., 2020), Risk
Mitigation Plans (INCOSE, 2010).

A high level of maturity is also indicated by the formulation of business
goals that directly concern risk management. The scope of such goals is
also important, i.e. whether they relate solely to ensuring compliance and
are of a universal nature or are formulated in relation to risks specific to
the sector in which the enterprise operates (Jedynak and Bak, 2019).

For the assessment of maturity, it is also important to integrate the
plans and goals formulated in relation to the identified risks with the
overall leading plans of the enterprise.

C Culture

This attribute refers to maturity related to the building of an organiza-
tional culture that puts emphasis on taking into account the approach
to risk and its management adopted in an enterprise. This is important
because the cultural aspects of an organization are closely related to the
way in which it perceives risk (Appleby-Arnold et al., 2018).

A tangible manifestation of the existence of such a relationship is
that companies build a culture oriented towards risk (Abuzarqa, 2019)
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in the form of a risk culture (Zeier Roeschmann, 2014; Osman and
Lew, 2019).

A high degree of an enterprise’s maturity is also evidenced by the
presence of a risk-based organizational culture in which the involvement
of employees and other stakeholders in risk management constitutes a
typical cultural standard.

It is also important to ensure that no conflicts occur between the risk-
based culture and the leading management processes in the enterprise
(Thomya and Saenchaiyathon, 2015).

D Standards and procedures

This attribute relates to maturity associated with a formalized approach
to risk management. It first refers to whether and how risk manage-
ment rules and processes have been formalized within the enterprise
(Brownsword and Setchi, 2011) through the preparation of appropriate
internal documents.

These can be general documents (e.g. an investment policy, cap-
ital management policy, development policy, anti-corruption policy,
personal data protection policy) or documents specifically dedicated
to risk management (e.g. policies, procedures and rules of procedure
that provide guidance on management processes for different identified
risks).

Indeed, formalization and standardization play an important role in
first implementing and then improving the effectiveness of risk manage-
ment (Ciocoiu and Dobrea, 2010).

A high degree of an enterprise’s maturity in terms of standards and
procedures is also evidenced by the implementation of international
and recognized management standards (directly or indirectly) oriented
towards risk, such as: ISO 31000, ISO 9001, ISO 45001, ISO 14001,
ISO/IEC 27005, ISO 28000, ISO 22301 and ISO 26000.

Another element useful in the assessment of maturity is the imple-
mentation of Enterprise Risk Management (ERM), based on numerous
dedicated internal documents and all international standards relevant to
the sector, fully integrated with other management systems functioning
in the enterprise.

E Processes

This attribute relates to the maturity of the planning and implementa-
tion of process risk management. At the outset, it is relevant whether
recommended risk management processes such as context setting, risk
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identification, analysis, assessment, handling, recording and reporting,
monitoring and review, communication and consultation, as well as
improvement are implemented in the enterprise (ISO 31000, 2018). The
high degree of the enterprise’s maturity in terms of process-based risk
management is also evidenced by the advanced level of adaptation of
the implemented processes to the specifics of the enterprise and the
sector it represents, i.e., for example, basing all processes on key risk
factors whose probability of occurrence and expected impact on the
enterprise are the highest (The Global Risks Report, 2021).

Cohesion and synergy of all processes implemented as part of risk
management, i.e. a systemic approach to process management in a con-
tinuous cycle of consecutive activities, are also very important (Jedynak
and Bak, 2021).

F Roles and responsibilities

This attribute refers to maturity associated with the distribution of
responsibility for risk management within the enterprise. It primarily
concerns whether risk management roles and responsibilities have been
established.

This is because it is believed that risk management should be under-
pinned by an organizational structure that ensures that planning,
operational and monitoring activities are adequately coordinated
(Karanikas, 2014).

Responsibility for risk management can be left solely in the hands
of top management (Aven, 2016) in the form of management and
supervisory boards whose main tasks include the following: exercising
comprehensive control risk management processes, establishing a risk
management strategy, ensuring the smooth operation of the developed
risk management system, overseeing the risk management system,
assessing the adequacy and effectiveness of the system, as well as over-
seeing the compliance of the risk management policies and procedures
with the enterprise’s strategy and plans.

However, a more mature approach consists in delegating responsi-
bility form some of the tasks to representatives of lower hierarchical
levels (Jedynak and Bak, 2020).

The maturity of the enterprise is also determined by the degree of
specialization and professionalization in the area of risk management.
The implementers of the top management’s risk management guidelines
can be managers and employees of the existing typical departments
within the organizational structure (Knight, 2010), e.g. the finance, con-
trolling or internal audit department. However, these tasks can also be
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fulfilled by risk management professionals representing risk committees,
units, divisions or departments, which are typically headed by risk man-
agers, risk leaders or Chief Risk Officers (Lu et al., 2012; Ertac and
Gurdal, 2012; Jedynak and Bagk, 2020). For assessing maturity, it is
also important to consider the role of external stakeholders in building
accountability for risk management.

G Compliance

This attribute relates to maturity at the compliance level, i.e. the inte-
gration of external requirements and internal regulations into risk man-
agement processes.

It first concerns whether the enterprise identifies and complies with
the applicable requirements included in external legal regulations. Such
regulations include, among others: relevant national laws, international
laws, guidelines of supervisory authorities, requirements of regulated
markets on which the enterprise operates (Bak, 2018).

The degree of maturity with respect to ensuring compliance is also
indicated by the degree of fulfilment of risk management requirements
established by the enterprise within its own internal regulations (pol-
icies, procedures, rules, etc.).

Another important maturity assessment factor is the functioning
of a relevant compliance assurance mechanism in the enterprise, e.g. a
compliance management system — CMS (Gammisch and Balina, 2014;
Coglianese and Nash, 2020) or an equivalent solution whose basis of
operation is the inclusion of compliance risk in the catalogue of identi-
fied risk and its active management.

H Ciisis resilience

This attribute pertains to maturity in terms of the degree of the
enterprise’s preparation for a potential crisis, related to the shaping of
its resilience to crisis situations. Indeed, such resilience is a determinant
of the enterprise’s ability to recover from a crisis when it actually occurs
(Xiao and Cao, 2017; Ma et al., 2018).

If the condition of a high degree of maturity related to resilience is to
be fulfilled, i.e. if the enterprise is to acquire characteristics of resilience,
it is necessary to apply concepts that constitute the basis of a business
crisis resilience model such as business continuity and disaster resilience
(Jedynak and Bak, 2021).

To implement the above concepts, enterprises can use the following
tools: Early Warning Systems, Business Continuity Plans, Disaster
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Recovery Plans (Jedynak and Bak, 2021), crisis scenarios and contin-
gency plans (Richter and Wilson, 2020). Their implementation is a
sign of a high degree of maturity of the enterprise in terms of crisis
preparedness.

The integration of resilience-building activities of the enterprise
focused on the formation of a culture of preparedness is another
element particularly important for the assessment of maturity (Carmeli
and Schaubroeck, 2008; Kapucu, 2008).

4.2 Morphological Matrix

The next step in the process of building a multidimensional risk man-
agement maturity model was developing value scales for each attribute,
which we did by applying the rigour of a morphological analysis. The
result of this activity is the preparation of the Morphological Matrix,
presented in Table 4.1.

The Morphological Matrix comprises eight attributes and five-point
scales of values that can be attached to them. The value scales are
graded and therefore represent an increasing degree of an enterprise’s
professionalization in its approach to each of the areas that undergo
assessment. Thus, the matrix makes it possible to assess, firstly, the
advancement of the enterprise’s activities relating to each attribute
and, secondly and ultimately, the level of risk management maturity
represented by the enterprise.

4.3 Maturity levels

In the next step of building the model, we developed an aggregate risk
management maturity assessment scale taking into account the sum
of points that the examined enterprises could receive as a result of the
assessment of each attribute. Based on the developed assessment scale,
we distinguished five levels of risk management maturity: fragmentary,
basic, completed, professional and superb. The scale is presented in
Table 4.2.

If the established criteria are used, the maturity assessment scale
allows for the assessment of the risk management maturity level of any
enterprise, from the fragmentary level (reflecting only scarce, selective
evidence of the enterprise’s approach to risk management), through
the intermediate basic, completed and professional ones (indicating
increasing maturity and therefore gradual professionalization of the
approach to risk management), to the superb one (reflecting the highest
maturity of risk management, which is performed in full integration



Table 4.1 Morphological Matrix

Attributes Attribute values
1 2 3 4 5

A: Al: A2: A3: A4: AS:

Strategy Including uncertainty ~ Identifying strategic risks Formulating strategic Formulating Providing full
and risk in the strategy  and integrating them into options and action professional strategies  integration of general
to a slight degree the strategy scenarios; ensuring the dedicated to risk management and

flexibility of the strategy management risk management
strategies
B: Bl: B2: B3: B4: BS:

Planning and
goals

C:
Culture

D:
Standards and
procedures

The enterprise’s plans
take little account of
risk

Cl:

An organizational
culture with little focus
on risk management

DI1:

A low level of
risk management
formalization

The enterprise’s plans are
based on risk analysis —
they are characterized by
multiple variants

C2:

Selected components of
the organizational culture
(e.g. standards, values)
are oriented towards risk
management

D2:

The presence of risk
management issues in
general documents

Plans specifically oriented
towards risk management

have been formulated
Risk management goals
relate only to compliance

C3:
A risk culture has been
built

D3:

Drawing up documents
dedicated to risk
management
Introducing few external
risk management
standards

Goals relating to risk
management have been
formulated, taking into
account the specifics of
the sector

C4:

A risk culture involving
stakeholders

D4:

Introducing many
external risk
management standards

Full integration of
business plans and
goals relating to risk
management

Cs:

Full alignment
between the
enterprise’s risk
culture and
management
processes

Ds:
An integrated risk
management system

(continued)

IS [opout juduiaSvupud ysi4 mau v Jo juaudojaadq



Table 4.1 Cont.

Attributes Attribute values
1 2 3 4 5

E: El: E2: E3: E4: ES:

Processes Few processes Implementing most risk ~ Implementing all risk Aligning the risk Holistic, systemic
incorporating risk management processes management processes management processes  approach to the
management recommended by with the sector’s risk management

international standards specifics and key risk processes
factors

F: Fl: F2: F3: F4: Fs:

Roles and Few examples of Clearly defining top Clearly defining Professional positions  Synergy of

responsibilities  defining responsibilities managers’ responsibilities responsibilities for risk and departments responsibilities for
for risk management for risk management management at different  responsible for risk risk management

levels of the hierarchy management taking into account
the role of external
partners

G: Gl: G2: G3: G4: GS:

Compliance Partially identifying Fully identifying external Ensuring compliance A professional Continuous
external requirements ~ requirements with external and internal ~ compliance improvement of

requirements management system or compliance practices
its equivalent

H: HI: H2: H3: H4: Hs:

Crisis resilience Few characteristics of ~ Applying selected Applying concepts and Implementing a culture Organizational

crisis resilience

concepts of developing
crisis resilience

implementing tools
related to crisis resilience
development

of preparedness

learning to improve
crisis resilience

Source: the authors’ own work.
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Table 4.2 The aggregate risk management maturity assessment scale

Maturity level Description Score

1 — Fragmentary  There is sparse, selective evidence of taking 1-8
account of risk in management.

2 — Basic The basic functions of risk management are 9-16
performed.

3 — Completed The used risk management approach meets all 17-24
of internal and external requirements.

4 — Professional ~ The approach to risk management exceeds 25-32
the main requirements and standards and is
applied professionally.

5 — Superb Risk management is carried out in an integrated 33-40
manner, is being continuously improved
and can act as a benchmark for other
organizations.

Source: the authors’ own work.

with the enterprise’s management system and optimized through con-
tinuous improvement).

The fragmentary maturity level is represented by enterprises that
take account of risk in their business management in a negligible and
incidental way. They implement neither a systemic nor a processual
approach to risk management.

The basic maturity level characterizes organizations that, as a matter
of fact, do implement basic risk management functions in alignment
with major external requirements, but this is done on a discontinuous
basis and is not a systemic solution.

The completed maturity level is typical of businesses that processually
and cyclically manage identified, analysed and continuously assessed
risks. Enterprises at this level also formalize their approach to risk man-
agement internally and clearly define responsibilities. Furthermore, they
are clearly focused on developing resilience in their risk management
process.

The professional maturity level is characteristic of companies
that manage risks systemically, in a professional manner going well
beyond mandatory external requirements. In addition, they create
full risk awareness among their employees and stakeholders and their
approach to risk management is adapted to sectoral circumstances.
These enterprises are also adequately prepared in terms of manage-
ment, content and resources to carry out appropriate actions in the
event of a crisis.



54  Development of a new risk management model

The superb maturity level is represented by organizations that have
a fully formalized and holistic risk management system integrated into
all areas of their business activities. Furthermore, all risk management
processes are continuously improved based on past experience. These
enterprises also use organizational learning to continuously improve
their already developed strong resilience to crises or crisis events,
which lets them become benchmarks in the area of risk management
improvement.
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5 Validation of a new risk
management maturity
assessment model

Using the developed model, we assessed the risk management maturity
of 107 examined enterprises representing the financial services, con-
struction and IT sectors. The assessment covered two different periods,
i.e. the years 2018 and 2020. The detailed results of the assessment are
based on the source data and are presented in Tables 5.1, 5.2 and 5.3
given at the end of the chapter. In Figures 5.1, 5.2, 5.3, 5.4, 5.5 and 5.6,
we present a synthetic summary of the obtained research results and
their changes in the two periods under examination.

5.1 Risk management maturity in the enterprises from the
financial services sector (FS)

Figure 5.1 shows the changes in risk management maturity that took
place in the examined enterprises from the FS sector between 2018 and
2020.

The data presented in Figure 5.1 show that, in the case of almost 80%
of the FS sector enterprises (22 out of the 28 enterprises), the total risk
management maturity score (the total number of points gained) was
higher in 2020 compared to that of 2018, while in only one of these 22
cases the increase in the total score resulted in a change in the maturity
level (from professional to superb). It is also worth noting that the high
level of advancement in risk management activities in these enterprises
was confirmed by the high maturity levels obtained. In 2018, 12 out
of 28, and in 2020, 13 out of 28 examined companies in this sector
obtained the superb maturity level. However, the dominant maturity
level in this sector (in both analysed periods) was the professional level
(in 2018, 15 enterprises reached this level, and 14 enterprises in 2020).
The lowest maturity in this sector, i.e. the completed level, was achieved
by only one analysed enterprise (both in 2018 and 2020). Taking into
account the division of the financial services sector into sub-sectors, the
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Figure 5.1 A summary of the results of the risk management maturity
assessment of the examined enterprises from the FS sector.

Source: the authors” own work.

research showed that the highest risk management maturity level was
characteristic of banks (FS1-FS12). As many as 10 of the 12 analysed
banks in both study periods were assessed as having achieved the superb
maturity level.

Figure 5.2 shows a graphical representation of the results of the
conducted research in the FS sector in terms of changes in the assessment
of the individual attributes.

The FS sector enterprises achieved the highest level of risk manage-
ment maturity of all the enterprises covered by the research (in com-
parison to the enterprises representing the CON and IT sectors). The
total sum of the averaged scores of the individual attributes in both
examined periods was higher than 30 in this sector (31.5 and 32.9 for the
years 2018 and 2020, respectively). The obtained results also confirm an
improvement in attribute ratings in 22 of the 28 companies representing
the financial sector, which is a trend similar to that observed in the case
of the total maturity assessment discussed earlier. Positive changes
occurred the most often with respect to attribute H. Crisis resilience
(in 21 out of the 22 enterprises) and attribute G. Compliance (in seven
out of 22 enterprises). In contrast, positive changes were observed
less frequently in the case of attribute C. Culture (in four out of the
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Figure 5.2 Averaged assessment scores of the attributes examined in the FS
sector enterprises.

Source: the authors” own work.

22 enterprises), A. Strategy (in three out of the 22 enterprises) and
B. Planning and goals (in one of the 22 enterprises).

5.2 Risk management maturity in the enterprises from the
construction sector (CON)

Figure 5.3 shows the changes in risk management maturity that took
place in the examined enterprises from the CON sector between 2018
and 2020.

The results showed that the changes observed in the attributes under-
going assessment resulted in the improvement of risk management
maturity in only 8% of the analysed enterprises representing this sector
(3 out of the 38 enterprises). In two of the three cases, this was a change
from the level of completed to that of professional, and in the third
case from professional to superb. The dominant maturity level in this
sector was the professional level (in the year 2018 in 17 out of the 38
enterprises, and in 2020 — in 18 of them).

Figure 5.4 shows a graphical representation of the results of the
conducted research in the CON sector in terms of changes in the
assessment of the individual attributes.
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Figure 5.3 A summary of the results of the risk management maturity
assessment of the examined enterprises from the CON sector.

Source: the authors” own work.
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Figure 5.4 Averaged assessment scores of the attributes examined in the CON
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According to the research results, the risk management maturity
of the enterprises representing the CON sector did not change signifi-
cantly in 2020 in comparison to that of 2018 (the average total score
was 27.0 and 27.6 for the years 2018 and 2020, respectively). The
assessment results of the individual attributes indicate that if there were
any changes in their evaluation over time (this happened in the case of
23 out of the 38 examined enterprises), these changes were positive and
most often concerned attribute H. Crisis resilience (in 21 out of the 23
cases). Changes also occurred in the assessment of attribute F. Roles
and responsibilities (in three out of the 23 cases). The risk management
maturity in the CON sector increased also with respect to attributes
B. Planning and goals (in two out of the 23 cases), as well as A. Strategy
and C. Culture (in one of the 23 cases).

5.3 Risk management maturity in the enterprises from the I'T
sector (IT)

Figure 5.5 shows the changes in risk management maturity that took
place in the examined enterprises from the IT sector between 2018 and
2020.

In the overwhelming majority of cases, the maturity of the analysed
enterprises representing the IT sector was assessed as completed. In

IT Sector (IT)
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Figure 5.5 A summary of the results of the risk management maturity
assessment of the examined enterprises from the IT sector.

Source: the authors’ own work.
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Figure 5.6 Averaged assessment scores of the attributes examined in the IT
sector enterprises.

Source: the authors” own work.

2018, 30 out of the 41 examined enterprises (73%) achieved this level
of maturity, and in 2020 it was 28 of them (68%). Furthermore, three
examined enterprises improved their risk management maturity from
completed to professional. Only one company in the sector was assessed
as having superb maturity in both 2018 and 2020. This enterprise
represents the telecommunications sub-sector.

Figure 5.6 shows a graphical representation of the results of the
conducted research in the I'T sector in terms of changes in the assessment
of the individual attributes.

The results of the research confirmed that IT sector enterprises are
characterized by the lowest (compared to the FS and CON sectors) level
of risk management maturity (the average for 2018 was only 22.5, while
for 2020 it was 23). Furthermore, in 19 of the 41 analysed companies
representing this sector, we observed positive changes with respect to
the individual attributes in 2020 as compared to those of 2018. These
changes concerned the most frequently attribute H. Crisis resilience (in
17 out of the 19 enterprises), while much less frequent changes occurred
in the case of attributes A. Strategy (in 2 of the 19 enterprises), as well
as attributes B. Planning and goals, F. Roles and responsibilities and
G. Compliance (in 1 of the 19 enterprises).
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It is also worth emphasizing that the lowest level of maturity that we
identified based on the application of our model in all 107 examined
enterprises was the completed level. This fact confirms the consider-
able advancement of their activities undertaken in the area of risk man-
agement. No enterprise had their maturity assessed as fragmentary or
basic. The reason for these relatively high scores may be the nature of
the group under analysis, i.e. companies listed on the Warsaw Stock
Exchange, which — due to their presence on the stock market — are
obliged to comply with numerous external requirements and standards
in shaping their approach to risk.



Table 5.1 Results of the assessment of risk management maturity in the enterprises from the financial services sector (FS)

Attributes
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4 — Professional

PO JUDWASPUDUL YS1L MU D [0 UOIDPIID, 9



FS 17
FS 18
FS 19
FS 20
FS21
FS22
FS23
FS 24
FS 25
FS 26
FS27
FS 28

Average

[ T S N S N

O S Y Y N S S "I S ey
(S - L N N

A A U WL LW R W WA

A W WL W W

w2

w
R S - LT N R S ]

:bLAJLI]Ul(J]LhYJ“thUl-bUJKJ]Lh
S N N N N N L N S SO SR SN
S S R S LA A N SR S R S R S R )
:bu.pwwwmw.hww.bm
pwhwwwmw.&wwbm
RV SO N N Y S S SO SO SN
T S N N Y I~ S SO SO SO
Ww R W W W L W R R DA A
(=)}

pwhmmmmwwbwww
PJUJ-PWU)W(J]WWWW&-P
(=)}

N N I N N

N
o

37
30
2
28
29
30
40
28
29
29
31
27

31.6

5 — Superb

4 — Professional
3 — Completed
4 — Professional
4 — Professional
4 — Professional
5 — Superb

4 — Professional
4 — Professional
4 — Professional
4 — Professional
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3 — Completed
4 — Professional
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Note: Changes in attribute assessments due to the consequences of the COVID-19 pandemic are highlighted in grey.

Source: the authors’ own work.
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Table 5.2 Results of the assessment of risk management maturity in the enterprises from the construction sector (CON)

Attributes A B C D E F G H TOTAL
Enterprise 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020

Score Maturity level — Score Maturity level
CON 1 4 4 4 4 2 2 4 4 4 4 3 3 5 5 3 4 29 4 -—Professional 30 4 - Professional
CON2 4 5 5 5 5 5 5 5 5 5 4 4 5 5 4 5 37  5—Superb 39 5-Superb
CON3 4 4 4 5 2 2 3 3 3 3 3 3 3 3 4 4 26  4-—Professional 27 4 - Professional
CON 4 5 5 4 4 3 3 3 3 4 4 3 3 3 3 3 3 28 4 — Professional 28 4 — Professional
CON 5 3 3 4 4 2 2 2 2 2 2 3 3 3 3 3 4 22 3-Completed 23  3- Completed
CON 6 5 5 5 5 3 3 5 5 5 5 4 4 4 4 3 4 34 5-Superb 35 5-Superb
CON 7 3 3 4 4 2 2 2 2 3 3 2 2 3 3 4 4 23 3 - Completed 23 3 — Completed
CON 8 3 3 4 4 2 2 4 4 3 3 3 3 3 3 4 5 26  4-—Professional 27 4 - Professional
CON9 3 3 4 4 3 4 4 4 4 4 3 3 4 4 4 5 29 4 - Professional 31 4 — Professional
CON 10 3 3 4 4 4 4 4 4 4 4 3 4 5 5 4 5 31 4 — Professional 33  5- Superb
CON 11 3 3 4 4 2 2 3 3 3 3 3 3 5 5 3 3 26 4-—Professional 26 4 - Professional
CON 12 5 5 4 4 2 2 4 4 3 3 3 3 3 3 3 4 27 4 -—Professional 28 4 - Professional
CON 13 5 5 5 5 4 4 5 5 5 5 3 3 5 5 4 5 36 5-—Superb 37 5—Superb
CON 14 3 3 4 4 2 2 2 2 2 2 3 3 3 3 2 3 21 3-Completed 22 3 - Completed
CON 15 3 3 4 4 2 2 3 3 4 4 3 3 3 3 3 3 25 4 - Professional 25 4 - Professional
CON 16 5 5 4 4 3 3 4 4 4 4 3 3 3 3 3 3 29  4-—Professional 29 4 - Professional
CON 17 3 3 4 4 2 2 2 2 3 3 2 2 4 4 3 4 23 3-Completed 24 3 - Completed
CON 18 3 3 2 2 2 2 2 2 3 3 2 2 3 3 3 3 20 3—Completed 20 3 - Completed
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3 — Completed
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3 — Completed
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29
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3 — Completed
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3 — Completed
4 — Professional
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4 — Professional
3 — Completed
4 — Professional
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3 — Completed
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3 — Completed
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27.6 4 —Professional

Note: Changes in attribute assessments due to the consequences of the COVID-19 pandemic are highlighted in grey.

Source: the authors’ own work.
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Table 5.3 Results of the assessment of risk management maturity in the enterprises from the IT sector (IT)

Attributes A B C D E F G H TOTAL
Enterprise 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020 2018 2020

Score Maturity level — Score Maturity level
IT1 3 3 4 4 2 2 3 3 3 3 3 3 3 3 3 4 24 3 - Completed 25 4 — Professional
1T 2 2 2 4 4 2 2 2 2 2 2 3 3 3 3 2 2 20  3-Completed 20 3 - Completed
IT3 3 3 2 2 2 2 4 4 3 3 4 4 4 4 3 3 25 4 — Professional 25 4 — Professional
IT4 2 2 2 2 2 2 3 3 3 3 3 3 4 4 3 4 22 3-Completed 23 3 — Completed
ITS 3 3 2 2 2 2 3 3 3 3 3 3 3 3 3 4 22 3-Completed 23 3 — Completed
IT6 2 3 2 2 2 2 2 2 2 2 2 2 3 3 3 3 18 3—Completed 19 3 — Completed
IT7 5 5 4 4 3 3 3 3 4 4 3 3 4 4 3 3 29 4 — Professional 29 4 — Professional
IT8 3 3 2 2 3 3 3 3 3 3 3 3 3 3 3 4 23 3-Completed 24 3 - Completed
IT9 3 3 4 4 2 2 3 3 3 3 3 3 4 4 3 4 25 4 — Professional 26 4 — Professional
1T 10 2 2 2 2 2 2 3 3 2 2 2 2 3 3 2 2 18 3 - Completed 18 3 — Completed
IT11 2 2 2 2 2 2 2 2 2 2 2 2 3 3 3 3 18 3 —Completed 18 3 — Completed
1T 12 3 3 4 4 2 2 3 3 3 3 3 3 3 3 3 4 24 3 - Completed 25 4 — Professional
IT 13 3 3 4 4 2 2 2 2 3 3 3 3 4 4 3 3 24 3-Completed 24 3 - Completed
IT 14 3 3 2 2 2 2 3 3 3 3 3 3 3 3 2 3 21 3—Completed 22  3-—Completed
IT 15 2 2 2 2 2 2 2 2 3 3 2 2 3 3 3 3 19 3—Completed 19 3 - Completed
IT 16 2 2 4 4 3 3 2 2 3 3 2 2 3 3 2 2 21 3 —Completed 21 3 — Completed
IT 17 2 2 2 2 2 2 2 2 3 3 3 3 3 3 3 4 20  3-Completed 21 3 — Completed
IT 18 2 2 2 2 2 2 2 2 2 2 3 3 3 3 3 4 18 3—Completed 19 3 — Completed
IT 19 3 3 4 4 2 2 3 3 3 3 2 2 3 3 2 2 22 3 - Completed 22 3 — Completed
1T 20 2 2 2 2 2 2 2 2 2 2 3 3 3 3 3 4 19 3 - Completed 20 3 — Completed
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IT 21
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3 — Completed
3 — Completed
3 — Completed
3 — Completed
4 — Professional
4 — Professional
3 — Completed
5 — Superb
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Note: Changes in attribute assessments due to the consequences of the COVID-19 pandemic are highlighted in grey.

Source: the authors’ own work.
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6 Impact of the COVID-19 pandemic
on risk management maturity in the
examined enterprises

In the next stage of the research, we further analysed those attributes
of our model for which, in each of the studied sectors, the changes
observed between 2018 and 2020 were large enough to be reflected in
the averaged (by sector) scores for these attributes, namely: (1) attributes
A, C, G, H in the FS sector, (2) attributes F, H in the CON sector and
(3) attributes F, H in the IT sector. Eventually, the following attributes
were qualified for further analysis: A. Strategy, C. Culture, F. Roles and
responsibilities, G. Compliance and H. Crisis resilience. We looked for
manifestations of the changes observed in their respective areas in the
documents of the examined enterprises, which constituted the main
sources of empirical data. The quotations from the documents eviden-
cing the aforementioned changes were subjected to a qualitative content
analysis using coding.

6.1 Impact of the COVID-19 pandemic on Strategy

Of the enterprises under analysis, the only ones for which we observed
significant changes in risk management maturity with respect to the
Strategy attribute during the COVID-19 pandemic, compared to the
pre-pandemic period, were the few representatives of the FS sector,
namely three banks (FS1, FS2 and FSS).

Figure 6.1 shows the main aspects of changes in the examined
enterprises’ risk management maturity in the context of the Strategy
attribute.

In the activities of banks, previous crises preceding the COVID-
19 pandemic, such as the global financial crisis of 2007, revealed the
necessity of implementing adaptation processes in the sphere of risk
management (Ashby, 2011) and improving its maturity in response
to the turbulent changes in the environment. As a consequence, the
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Figure 6.1 Data structure — change in risk management maturity relating to
the Strategy attribute.

Source: the authors” own work.

professionalization of risk management was aiming at an ever closer
integration of risk management into a leading development strategy.

During the course of our research we observed that the modifications
in the banks’ strategies were mainly inspired by global macroeco-
nomic changes as a consequence of the pandemic, especially economic
lockdowns and other constraints and problems related to the intensifi-
cation of the risks characteristic of the banking sector, such as liquidity
risk or credit risk. Another reason for the implemented changes of a
strategic nature in the aftermath of the pandemic, as shown by the
results of our research, was the banks’ problems in providing services to
customers, both individuals and businesses. These problems were mainly
related to temporary limitations in customers’ solvency and disruptions
in their creditworthiness. Identified in our research, the increased risk
for banks providing loans during the COVID-19 pandemic was also
confirmed by the International Monetary Fund (2020).

As it turns out, the changes of a strategic nature relating to risk
management that were introduced in the banks covered by our research
were mainly focused on modifications and updates to their risk profiles,
based on their existing strategic plans and risk appetite redefined in
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adjustment to the pandemic. Such adjustments consisted in setting new
tolerance levels for individual risks, both those previously unknown
and those known but amplified in the wake of the pandemic. Our
research also showed that the redefinition of risk tolerance levels had
been done by imposing a system of limits and implementing safety
standards resulting from the risk appetite embedded in the principles
of the leading strategies of the banks under examination. Our conclu-
sion is also supported by previous research indicating that risk toler-
ance or risk appetite are not static in nature and are subject to revisions
depending on changes in the environment, and that risk appetite is
considered to be the cornerstone of modern approaches to bank man-
agement (Rittenberg and Martens, 2012).

The research conducted by KPMG (2020) on the evolution of the
position of banks during the COVID-19 pandemic showed that the
problems affecting them had been so severe (mainly in the first phases
of the pandemic) that they had often caused significant drops in their
market share prices. In our research we noticed that this fact might
justify the intensity and scope of countermeasures implemented in
the examined banks in response to the circumstances caused by the
pandemic. Indeed, our research indicates that they took a number of
proactive measures to adapt as much as possible to the new and unpre-
cedented situation. These measures include: conducting more frequent
than before and more advanced reviews of current risks, planning and
implementing modifying measures, exercising intensive supervision and
control, as well as implementing organizational changes appropriate to
the situation. They were taken mainly to ensure that strategic object-
ives were met to the greatest extent possible, despite the problems that
occurred as a consequence of the pandemic. One of the banks (FS1)
also set a ‘survival horizon’ during the pandemic, taking into account
scenarios of varying severity and likelihood of materialization and ana-
lysing the possible impact of each scenario on existing strategic plans
and operational effectiveness. Examined banks also undertook a number
of activities in the areas specific to the financial services sector. These
included, for example: (1) adjusting the principles of credit portfolio
valuation and risk parameters to changes in the environment caused
by the pandemic, (2) adapting the credit risk management strategy and
credit policy to these changes, (3) reconstructing the liquidity profile
with a view to maintaining its foundation on stable sources of finan-
cing. On many occasions, the activities and measures described above
cumulated in the form of redefining the banks’ overall strategies, which
in one of them (FS8) was described as follows:
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This is reflected in the Bank’s reconstruction strategy whose
important element is the implementation of the relational model,
which will, among other things, ensure an increase in the stable
sources of funding in the form of cash kept on current and savings
accounts of retail customers as well as small and medium-sized
enterprises, thus reducing the importance of time deposits in the
financing of the Bank.

6.2 Impact of the COVID-19 pandemic on Culture

The few enterprises for which we noted significant changes in risk
management maturity with respect to the Culture attribute during the
COVID-19 pandemic, compared to the pre-pandemic period, were
representatives of the FS sector, including two banks (FS4 and FSI11)
and two enterprises with a different profile (FS13, FS25).

Figure 6.2 shows the main aspects of changes in the examined
enterprises’ risk management maturity in the context of the Culture
attribute.

In the documents of the analysed enterprises, we found ‘traces’
indicating the perception of the COVID-19 pandemic as a significant
new business condition with a visible potential for impact on cultural
issues. In particular, the pandemic was seen as a source of numerous
new challenges. It was emphasized (e.g. in FS25) that the pandemic was
an unprecedented phenomenon that could hardly be compared to any-
thing preceding it. From this fact, the conclusion was also drawn that
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since it was an unprecedented phenomenon, it also generated unprece-
dented difficulties. The analysed enterprises equated such difficulties in
particular with unprecedented uncertainty that significantly weakened
their ability to predict the impact of the pandemic. The uncertainty
caused by the pandemic, and how it differed from other previous crises
with a global reach, made it difficult if not impossible for the enterprises
to navigate the established management patterns and to use the existing
organizational routines. The large number of challenges associated
with the pandemic that we confirmed in the examined enterprises was
therefore consistent with research conducted by other authors (e.g.
Saragih et al., 2021). Shengelia (2021) refers to the pandemic-induced
circumstances in which business organizations had to function as ‘fun-
damental uncertainty’.

In the enterprises under examination, we were also able to dis-
cern some distinctive cultural artefacts relating to their respective risk
cultures rather than generally understood organizational cultures. For
example, the managers of one of the banks (FS11) noticed an increase
in their employees’ awareness of and responsibility for proper risk man-
agement at every level of the organizational structure. Under the influ-
ence of the pandemic, risk acceptance also began to play an important
role, setting a different plane for ongoing decision-making than in the
pre-pandemic period. Bank FS4 even drew up an official formula indi-
cating the ‘regulatory’ role of risk acceptance:

All Bank employees are required to pay special attention to
maintaining the level of risk accepted by the Bank in the process of
carrying out day-to-day activities, in accordance with the responsi-
bilities appropriate to the position.

In another examined enterprise (FS25), we observed an unpre-
cedented commitment of employees to fight the pandemic and its
consequences.

It can be generalized that that the results of our research support
Richter’s (2013) statement that a strong risk culture, including risk
awareness, is a key success factor in risk management. Our research also
confirmed the culture-formative impact of the pandemic, which was
also confirmed in relation to a risk management culture by Jivaasha
(2021).

The analysed enterprises were taking interesting culture-related
measures aimed at bringing the pandemic situation under control. First
of all, we can mention the rather original actions of one of the banks
(FS11), where an attempt was made to embed process improvement
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and risk management in the organizational culture more effectively
than before. In another enterprise (FS25), even during the pandemic
a discussion was initiated about the particular importance of initiating
adaptive processes. Many of the enterprises also began to appreciate the
role of communication processes, which their managers believed could
be an important way of strengthening a risk culture, especially in dif-
ficult times such as the COVID-19 pandemic period. One of the more
interesting research findings was the discovery of the phenomenon of
a significant intensification of the enterprises’ contacts with various
stakeholders, which indicates a belief in the need for integration and
synergy of actions taken to face pandemic challenges. In the case of
enterprise FS25, the intensification of contacts occurred, for example,
in relation to other business entities and local authorities.

It can therefore be seen that the actions taken in the sphere of culture
were largely adaptive in nature and constituted a catalogue of examples
typical of the enterprises under analysis. All these actions took place in
what Li and Ashkanasy (2019) refer to as a dynamic risk environment.

6.3 Impact of the COVID-19 pandemic on Roles and
Responsibilities

We saw significant changes in risk management maturity with regard
to the Roles and Responsibilities attribute during the COVID-19 pan-
demic, compared to the pre-pandemic period, in a few enterprises
representing the CON and IT sectors. These were the enterprises coded
as CON10, CON22, CON31 and IT40.

Figure 6.3 shows the main aspects of changes in the examined
enterprises’ risk management maturity in the context of the Roles and
Responsibilities attribute.

In the four enterprises mentioned above, several key concerns related
to the occurrence of the pandemic emerged. Firstly, the severity of the
so-called hard lockdown and its numerous unpredictable consequences
were recognized, which could be particularly acute for CON10, a com-
pany specializing in the manufacture of building products (mainly
paints and varnishes). Secondly, in the same company, two additional
risks were identified in the form of a high probability of plant closures,
which would constitute a serious threat to the company’s existence
and a risk directly related to the safety of workers in the workplace. In
CONZ22, on the other hand, attention was drawn to the very dynamic
character of the pandemic situation. These findings are in line with
the conclusions of the research conducted by Eylemer and Kirkpinar
Ozsoy (2021), who demonstrated the extremely high vulnerability of
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Figure 6.3 Data structure — change in risk management maturity relating to
the Roles and Responsibilities attribute.

Source: the authors” own work.

not only individual business organizations but also global economies
to the impact of the pandemic and the unreliability of available defence
mechanisms. They also correspond with the research of Wilke (2020),
who identified the need to redefine worker safety management practices
during the pandemic.

The pandemic situation forced the analysed enterprises to make
adjustments to their organizational structures, relating to the estab-
lishment of specialized posts or organizational units to coordinate risk
management activities. In one of the enterprises (CON10), the manage-
ment board played a key role. In others, it was units such as: central crisis
staffs (CON31), local groups (CON31) and also various types of task
teams (CON10, 1T40). Interestingly, in CON10, specialist crisis man-
agement advisors were employed in response to pandemic pressures.

Our research therefore confirms that improving management
structures in response to the pandemic, the managers of the analysed
enterprises were guided by a sense of responsibility and what Dawson
(2020) called a moral obligation to manage risk. Koekemoer et al. (2021)
are of the opinion that managers’ decisions to improve management
structures are a measure of their capacity for leadership during a crisis.

The high level of concretization of responsibility for management
during the COVID-19 pandemic in the examined enterprises is reflected
in the following excerpts from their official documents in enterprise
CON31:
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The Group’s emergency response preparedness had been tested,
however, even before the Plan was developed with the onset of the
COVID-19 pandemic. The Group immediately set up a Response
Team that operates continuously, managing the pandemic situation
at a strategic level,

and in enterprise CON10:

The tasks of the Team include: monitoring the incidence of the dis-
ease in the Group and thus managing the risk of increased employee
absenteeism, or the possible risk of closure of the Group’s plants
in specific markets, which could occur, among other things, in the
event of a so-called hard lockdown.

In response to the pandemic situation, the enterprises put in place
adequate measures within the scope of their roles and responsibilities.
To begin with, what deserves mentioning is the preparation of new
guidelines and rules of conduct for employees, continuously adjusted to
the changing situation (CON10). Furthermore, one enterprise (CON22)
initiated and implemented appropriate preventive measures. Obviously,
responding to the pandemic, the enterprises were forced to introduce
crisis management procedures. Among the measures of primary import-
ance from the point of view of crisis management, they emphasized
those aimed at coordination of activities (IT40) and supervision of com-
pliance with the newly introduced rules of conduct (CON10). Ongoing
reacting to challenges resulting from the apparent increase in employee
absenteeism was also extremely important. All these findings corres-
pond to the results of the research performed by Engelhardt and White
(2021). Based on an analysis of several global crises, they cautioned that
the biggest threat to enterprises was managers’ ignoring the uniqueness
of crises and placing too much hope in pre-existing risk management
systems.

Also, the conclusions concerning the momentous importance of
coordination are similar to those reached by Basak and Zsou (2020),
who observed that during the COVID-19 pandemic there was unprece-
dented coordination of risk-related activities, often forced by enterprises’
functioning in numerous global supply chains.

6.4 Impact of the COVID-19 pandemic on Compliance

Among the enterprises for which we noted significant changes in risk
management maturity relating to the Compliance attribute during the
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COVID-19 pandemic there were seven representatives of the FS sector:
three banks (FS1, FS5, FS10), one capital market enterprise (FS17), one
insurance enterprise (FS24) and two enterprises in the debt-collection
sub-sector (FS25, FS27).

Figure 6.4 shows the main aspects of changes in the examined
enterprises’ risk management maturity in the context of the Compliance
attribute.

The first material reason for the need to improve the maturity of the
examined enterprises in the area of compliance was, as our research
indicates, the complexity of the situation caused by the COVID-19
pandemic for both the companies and their environment. Another
reason that cannot be ignored was the new external legal regulations
containing guidelines on the one hand concerning numerous restrictions
on the operation of enterprises, and on the other hand imposing new
duties and obligations on business organizations. The fact that the key
action in response to the global pandemic crisis was the creation of new
regulations was also confirmed by the OECD research (2020a), which
indicated that such regulations constituted ‘the heart of the response
to COVID-19’. According to our research, such regulations include,
among others, instructions and recommendations of external super-
visory institutions such as the European Banking Authority (EBA).
The rules defined by the EBA in documents such as: (1) ‘Guidelines on
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legislative and non-legislative moratoria on loan repayments applied in
the light of the COVID-19 crisis’ (EBA/GL/2020/02) or (2) amendments
to the ‘Capital Requirements Regulation (CRR)’ fast-tracked in
response to the COVID-19 pandemic (EBA/GL/2020/12) had a signifi-
cant impact on the compliance procedures in the examined enterprises
(mainly the FS1 and FS5 banks). Furthermore, in the aftermath of the
pandemic, a number of new regulations were introduced at the national
level, for example, those developed by the Polish Financial Supervision
Authority and applicable to the activities of the enterprises under ana-
lysis. Other new important regulations include the amendments to the
Polish Commercial Companies Code of 31 March 2020 concerning
specific solutions related to preventing, counteracting and combating
COVID-19, other infectious diseases and crisis situations caused by
them, which document had an impact on the compliance system of
the FS17 enterprise. In addition, the circumstances of the COVID-19
pandemic also resulted in changes to judicial practices, for example, in
the form of a significant lengthening of ongoing proceedings, which
seriously affected the insurance sub-sector enterprise (FS24), whose
core business is conducting and participating in pre-litigation and litiga-
tion proceedings. To mitigate the risks associated with these changes,
this company constantly monitored external changes in the law and
the practice of courts, and implemented a strategy to diversify its rev-
enue sources. The research conducted by Marsh (2020) confirms the
findings of our study relating to insurance companies, as it shows that
the pandemic caused an expansion of insurance services in areas such
as property insurance, compensation for cancelled mass events, a dra-
matically increased cyber risk due to the shift of businesses to the online
space, and increased responsibility of managers for the security of their
operations and employees, which undoubtedly required insurance com-
panies to increase the maturity of their compliance practices.

The need to ensure compliance with new formal and legal
requirements, which intensified in the wake of the COVID-19 pandemic,
affected various groups of the examined enterprises’ stakeholders, both
internal and external ones, forcing them to employ various adapta-
tion measures and more intensive supervisory activities. This primarily
affected employees, who had to be additionally trained to ensure com-
pliance during the pandemic crisis. In some of the enterprises under
analysis, educational activities were introduced for employees to sensi-
tise them to the risk of third-party access to data and extensive guides/
recommendations were drawn up to address formally cyber security
issues. Enterprise FS25 described the process as follows:
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In our extensive guide on remote working, we included security
principles... We also prepared animated videos on remote working.
At the same time, bearing in mind that during the pandemic
employees use the Internet more in their both professional and pri-
vate lives (e.g. shopping), we educated them about potential cyber
threats (e.g. phishing).

Thus, the analysed enterprises focused on ensuring business con-
tinuity and security while maintaining regulatory compliance under
the new hybrid and remote work organization regimes. Besides pro-
viding training to all employees, various units in the organizational
structure responsible for risk management and beyond were involved in
the advanced process of ensuring compliance with the new guidelines
during the pandemic. Enterprise FS10 indicated that:

With regard to the credit risk management process, reports and
analytical materials on the impact of the pandemic on the quality
of the loan portfolio and regulations that adapt credit policies to
the changing market situation are presented at the meetings of the
Corporate and Investment Banking Risk Committee.

As our research shows, during the COVID-19 pandemic, addressing
external regulatory requirements was not the only challenge faced by the
examined enterprises in terms of compliance. It turns out that it was also
necessary for the enterprises to expand their internal compliance systems
by: (1) updating the internal compliance policies and procedures in line
with changes caused by the pandemic, or (2) developing completely
new rules and guidelines necessary during the pandemic. Taking into
account external recommendations, the examined companies updated
and improved their internal rules regarding the management of signifi-
cant risks on an ongoing basis and conducted continuous monitoring of
changes to the banking law. They also performed comprehensive quan-
titative and qualitative analyses on legal, macroeconomic and social
issues, continuously tracked developments in the economy and adjusted
their credit risk policies on an ongoing basis. One of the capital market
enterprises (FS17) even amended its articles of association to comply
with the new legislation and drew up regular reviews and reports on
the principles and effectiveness of its compliance system, including the
results of any audits of compliance issues.

In both implementing external legal requirements arising during the
pandemic and developing new internal procedures, it was important
for the enterprises to forecast the impact of the pandemic, take into
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account their customers’ perspective and use expert knowledge, which
bank FS1 described as follows:

In the Bank’s view, the COVID-19 pandemic represents an unpre-
cedented event and therefore there are significant limitations on the
point of reference/benchmark for quantifying the expected course
of the macroeconomic deterioration and its impact on customer
behaviour. Consequently, the Bank applies an increased scale of
expert judgements in the impairment assessment process compared
to previous periods. In accordance with the Model Management
Policy adopted in the Bank, expert judgements used in the model
are objectivized in the process through the use of independent val-
idation and dedicated decision-making levels in the form of the
Model Risk Committee and the Bank’s Management Board.

In most cases, the examined enterprises presented a holistic adaptive
approach to raising the maturity of their compliance systems during
the pandemic (the broadest scope of these activities was undertaken by
enterprise FS27). To sum up, based on the results of our research, it
may be stated that the companies examined by us in this respect pursued
a compliance policy comprising ongoing compliance monitoring,
testing and adaptation of internal regulations and rules of conduct to
the provisions of law, ethical standards and principles of good market
practices relevant to the objects of their activity, also taking into
account the provisions of anti-corruption, conflict of interest man-
agement, compliance risk management and ethical principles. This
approach enabled them to avoid a number of serious problems that
could have arisen if they had failed to meet the criterion of compliance
with the new legal requirements implemented in response to the pan-
demic. According to the research carried out by Ernst & Young (2020),
such problems included trade restrictions resulting in loss of business,
additional cost of operations, forceful shutdown of business operations
along with fines and penalties levied by the regulators, reputation loss
due to negative media reports on failure to adopt preventive or detective
measures, damages and compensation to be paid to impacted individ-
uals for not adopting adequate measures, criminal prosecutions against
key managerial personnel and/or board members.

6.5 Impact of the COVID-19 pandemic on Crisis Resilience

During the course of our research, we identified clear changes in risk
management maturity relating to the Crisis Resilience attribute in the
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following enterprises: 21 enterprises from the FS sector, 21 enterprises
from the CON sector and 17 IT sector representatives, so changes
aimed at resilience improvement were the most common among all the
examined attributes.

Figure 6.5 shows the main aspects of changes in the examined
enterprises’ risk management maturity in the context of the Crisis
Resilience attribute.

As the results of our research indicate, the COVID-19 pandemic,
as well as consequent lockdowns, restrictions and limitations caused a
systemic crisis in many companies. This crisis was particularly evident
in the entities representing the financial sector. One of the examined
banks (FS1) defined a systemic crisis as a situation in which all or a
significant part of the banking system experiences liquidity problems
due to an economic or financial crisis such as the COVID-19 pandemic.
The analysed enterprises also faced increased demands for
social responsibility during the pandemic. Many of them indicated that
stepping up their social responsibility activities during the pandemic
had been the right course of action, which together with sustainability
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helped them to build a strong organization resilient to extraordinary
risks and challenges. The examined enterprises also stressed that the
actions in the area of social responsibility taken during the pandemic
had aimed at ensuring the safety of employees, customers, business
partners and other stakeholders, as well as ensuring the continuity of
business activities. The significant impact of the COVID-19 pandemic
on corporate social responsibility is also emphasized in studies other
than ours, which confirm that the pandemic triggered marked changes
in CSR requirements, assumptions, concepts and practices, particularly
as regards stakeholders, societal risk, supply chain responsibility and
political economy of CSR (Crane and Matten, 2020).

Financial and non-financial problems occurring in supply chain
cooperation, mainly in the international context, were also an important
reason why the companies under analysis paid particular attention to
building or developing resilience mechanisms. These problems par-
ticularly affected the enterprises in the CON sector, which experienced
numerous operational problems as a result of pandemic constraints.
The analysed enterprises representing this sector (especially CONS,
CONI12, CONI13, CONI14, CON19) indicated that these constraints
mainly concerned cash flows, payment bottlenecks in supply chains,
generation of unforeseen costs, increase in raw material prices, demand
constraints, fewer orders, employee absenteeism, problems with physical
flows of goods and materials, problems with construction investments,
transport constraints, downtime, extended deadlines for obtaining con-
struction administrative decisions and other restrictions imposed by
national administrations or EU institutions, which significantly affected
their operational functionality and, in particular, ability to meet con-
tractual deadlines. The results of our research supply chain problems
caused by the pandemic confirm the findings of other studies in this
area, which also clearly indicate that global pandemic-triggered changes
significantly disrupted cooperation in supply chains, often interrupting
their continuity or dramatically worsening their efficiency and timeli-
ness (Deloitte, 2020).

In general, the COVID-19 pandemic caused instability in the market
environment, generating new risk factors requiring the implementa-
tion of resilience strengthening measures, also in the case of the IT
enterprises analysed in our research (e.g. IT5, IT20). They indicated
that these risks had manifested themselves, for example, in the deteri-
oration of the financial standing of customers, the emergence of
payment bottlenecks, delayed IT investments, delays in order fulfil-
ment and exchange rate volatility. The identified negative impact of
the pandemic on the examined IT enterprises was substantiated by the
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findings of other studies that highlighted the negative realization of the
technological risk during the pandemic, influencing the emergence of
numerous financial, infrastructural, legal and organizational barriers
to conducting business based on the use of new technologies (OECD,
2020b).

Our research showed that in order to build resilience to the impact of
the COVID-19 pandemic crisis, the examined enterprises had decided on
several priorities with which specific preventive and corrective measures
were aligned. These priorities include the introduction of safety buffers
and the provision of liquidity in the process of active financial risk man-
agement, despite the occurrence of numerous financial problems. The
examined enterprises saw a clear need to adapt liquidity risk manage-
ment to the environment changed by the pandemic, for example, by:
(1) continuously monitoring and frequently reporting on the liquidity
situation, (2) exercising extra care in determining the liquidity contin-
gency caused by the unfolding pandemic, (3) including stress conditions
in liquidity risk testing scenarios that take into account the effects of
a pandemic, (4) determining the required liquidity buffer for external
scenarios in regularly conducted analyses, (5) continuously reviewing
the adequacy of the COVID-19 scenario assumptions used in stress
testing, (6) developing a methodology of calculating and estimating the
impact of the pandemic on expected losses in adaptation to the fore-
cast macroeconomic scenarios, (7) performing sensitivity analyses of
expected losses against the key assumptions used in the business model,
(8) changing the methodology of discounting estimated cash flows.

Another resilience-building priority for the enterprises under analysis
was value preservation and resource redundancy. What contributed to
the pursuit of these objectives was, among other things, the Supervisory
Outlier Test, impairment tests and asset valuation forecasts carried out
by the companies representing the FS sector. Among the enterprises
from all three sectors, the practices serving to protect value and
different groups of assets included the following: (1) creating additional
provisions for expected losses to cover uncertainties related to the impact
of the pandemic, (2) maintaining replacement resources, (3) post-
poning expenses that do not determine the continuity of operations,
(4) designating critical processes and critical resources and (5) preparing
scenarios for the implementation of cost-saving measures.

Another leading objective relating to resilience building during the
pandemic was to ensure business continuity. To this end, as indicated
by the results of our research, the processes operating during the pan-
demic were being constantly monitored by means of operational risk
tools and the existing principles for identifying crisis phenomena, the
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scope of actions taken and the scope of responsibility, necessary for
both the implementation of preventive measures (i.e. mitigation of risks
associated with the pandemic, where it was possible to protect against
its negative effects) and the immediate preparation and implementation
of recovery plans (where the negative effects of the pandemic were inev-
itable) were redefined. Some of the enterprises developed an integrated
crisis management and business continuity plan in response to the
COVID-19 pandemic. In the case of enterprise CON31, the objectives
of such a plan included:

to ensure an appropriate response to the occurrence of a crisis situ-
ation and to take adequate decisions and actions aimed at: restoring
the execution of critical processes in the shortest possible time,
preparing the companies and production facilities for prolonged
interruptions in operations caused by internal and external factors
remaining beyond their control and characterized by a low prob-
ability of occurrence and serious negative effects, as well as minim-
izing losses and negative consequences of the occurrence of a crisis
situation.

In many enterprises, the synchronization of preventive and corrective
actions resulted in the implementation of adequate crisis management
procedures. Furthermore, focusing on ensuring the continuity of their
business activities under the pandemic conditions, they also used: (1)
the previously mentioned stress tests (characteristic of the FS sector),
including cyclical tests and supervisory tests, (2) various scenarios of
pandemic development and stress scenarios used to assess the risk of
macroeconomic changes and verify the effectiveness of the implemented
corrective actions.

Taking anti-crisis measures during a pandemic, the analysed com-
panies followed the precautionary approach and the desire to achieve
financial and operational stabilization, as well as to maintain their
growth potential. For this purpose, as the results of our research indi-
cate, it was common practice to develop prudential scenarios and con-
tingency plans subject to cyclical revisions of assumptions and updates
in order to adapt to current external conditions caused by the pan-
demic. Furthermore, to meet prudential and stabilization objectives,
the examined enterprises often: (1) took advantage of business diver-
sification (e.g. diversification of suppliers, sales channels, assortment/
service structures, sales markets), (2) searched for new sources of rev-
enue and opportunities to reduce costs, (3) made every effort to retain
their existing customer portfolio and (4) pursued a prudent investment
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policy that took into account the additional risks associated with the
pandemic. They also dynamically implemented digitalization processes
in order to maintain their operational potential and adapt it to the new
conditions, all this to ensure continuity of sales and development work,
as well as to provide conditions for returning to the path of growth
and rebuilding their pre-pandemic revenue potential and market share.
It is worth pointing out that we identified the actions and measures
mentioned above in the representatives of all FS, CON and IT sectors.

The last of the top priorities established by the examined enterprises
to build crisis resilience during the COVID-19 pandemic is maintaining
the satisfaction of both internal and external stakeholders. To this end,
many of the enterprises conducted extensive information, educational
and training activities. Enterprises FS22 and CON2 are cases in point of
many such practices observed by us. During the course of the pandemic
the former implemented an electronic system of occupational develop-
ment and training for employees, and the latter organized an e-learning
platform dedicated to COVID-19 issues and security standards. Also,
the vast majority of the companies introduced special procedures to
protect the health of their employees, customers, suppliers and business
partners. The comprehensiveness of the measures aimed at protecting
stakeholders during the pandemic was observed in many of the com-
panies under analysis. Enterprise CONO described this comprehensive-
ness as follows:

Already in the first quarter of 2020, we mobilised all our HR
resources and competences to minimize the impact of COVID-19
on the organization with respect to our business operations, but
above all our employees. The most important HR actions taken
in the context of the fight against the pandemic:...we periodically
communicated the results of analyses during security team meetings
and —on an as needed basis — to individual units; we created training
materials on an ongoing basis (e.g. about the status of an employee
under quarantine/isolation) and practical instructions (e.g. how
to open and use an Internet Patient Account); we supported com-
munication with employees; we monitored the atmosphere within
particular teams— HR Business Partners were in daily contact with
employees of their assigned units/companies; we prepared an ana-
lysis of conditions for using government assistance programmes;
we supported the Group companies in this respect; we launched
a psychological helpline for employees in need of support. Our
priority was to protect employment; being aware that despite the
pandemic the labour market in the construction industry remained
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very demanding, we focused on the optimal use of our employees’
competences.

Moreover, many of the enterprises participating in the research
monitored their stakeholders’ reactions to the pandemic and
renegotiated earlier contracts entered into with suppliers, contractors,
clients, subcontractors and concerning, for example, office space rental,
IT services, external consultancy services, sales, etc. Some of them (e.g.
CON28, IT17) implemented additional measures to mitigate the risk
of potential breach of contract terms as a result of changes in the eco-
nomic situation, e.g. in the form of pandemic-related indemnifying
clauses in newly concluded contracts. Enterprise IT14 described the
need to renegotiate contracts due to the consequences of the pandemic
as follows:

The Issuer’s Management Board will endeavour to renego-
tiate already concluded contracts in which the supply of goods
purchased outside Poland is an important element, and in the case
of entering into new contracts of this type, it will introduce add-
itional clauses protecting the Company against the risks related to
financial instruments in the maximum possible way.
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7 Recommendations on the
application of a new risk
management maturity assessment
model in enterprises

7.1 Participants in the assessment process

The selection of entities to participate in the risk management maturity
assessment process is a crucial task determining its subsequent success
or failure. If potential methodological errors are to be eliminated, it is
necessary to involve participants representing a wide range of features
and qualities. Two groups come to the fore: participants versed in risks
occurring in various areas of activity and participants that are specialists
in risk management. The former should represent all relevant functional
areas, such as marketing, production, logistics, finance, administration,
etc. The role of these individuals is primarily a qualitative assessment.
On the other hand, from the perspective of quantifying maturity and
allocating specific measures to it, people specializing in risk manage-
ment are important. The latter group may include, for example:

*  Employees holding the positions of Chief Risk Officer or Enterprise
Risk Manager. According to research, about 39% of enterprises
have such positions in their organizational structure (Mladenovié,
2014). Individuals in these roles are highly trained and experienced
in strategic risk management. In assessing maturity, they will there-
fore demonstrate an awareness of risks occurring across the whole
organization and have an excellent background when it comes to
assessing maturity from the perspective of resilience to crisis.

e Local and global assessment teams. This arrangement of
participants can be used for large enterprises with global reach
(Dobrin, 2021). Although seemingly unnecessary, the inclusion
of a local perspective can nevertheless have a validating effect on
assessment results.

* Strategic and operational managers. The participation of these
executives makes a lot of sense. It is true that risk management
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practices dedicated to strategic and operational management
differ from each other, but maturity assessments should be holistic
(Laurentiu, 2016).

»  Stakeholders (e.g. suppliers) and industry experts (Claycamp, 2006).
Cech and Januska (2020) justify the need for their participation in
assessing the complexity of certain sectors such as the automotive
sector. The presence of persons from outside the enterprise defin-
itely enriches the assessment perspective and provides verification
of internal optics and views.

* Risk management and audit committees, i.e. collegial bodies
that are experienced in teamwork and, in addition, very compe-
tent in applying assessment and evaluation techniques (Abdullah
et al., 2017).

*  Compliance officers, i.e. individuals who are perfectly well versed in
existing requirements of external and internal origin. Their contri-
bution to maturity assessment comes from their knowledge of the
degree to which the listed requirements are met.

*  Representatives of consulting firms specialized in business analysis
and, in recent years, often practising in the area of risk manage-
ment. It is worth remembering that consultants have a broad per-
spective and knowledge of numerous sectors and companies. Their
optics therefore allow maturity to be assessed in relative terms.

As maturity assessment is cyclical, the selection of assessors for the
successive stages of maturity assessment may vary.

7.2 Methods of organizing the work of teams assessing risk
management maturity

An assessment of risk management maturity is undoubtedly a complex
and interdisciplinary task. It should therefore come as no surprise that
a person working alone in this area will be doomed to failure.

What is relevant is this context is a number of nuances arising from
sectoral specificities of enterprises and work organization methods. For
example, in those industries where work is organized around projects
(e.g. IT, construction), an approach combining the perspectives of
different levels of management with that of the project function will
be required in assessing risk management maturity (Yildiz et al., 2014).
In particular, the aim of this type of integration is to obtain a reliable
assessment and to capture divergent perceptions.

The shape of the work of teams assessing risk management maturity
will be indirectly influenced by existing risk analysis techniques. One of
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the specifics of these techniques is teamwork formalization (Reis et al.,
2021). It should therefore be recommended that the maturity assessment
process include formal organizational and analytical techniques.

On the other hand, the example of risk management practices at the
BMW Group shows that, in the case of multinational companies with
a complex organizational structure and a multiplicity of different risks,
it may be useful to segment the tasks at the initial stage of the maturity
assessment process in order to be able to perform a synthesis of achieved
results at the final stage (Dobrin, 2021). The initial assessment tasks can
be performed by representatives of individual divisions or locations,
and later a global team can integrate the partial results.

For the work of assessment teams, the support of top managers is
extremely important. This support should range from legitimizing the
work of assessment teams through providing them with necessary work
conditions and resources to conducting joint reviews of assessment
results (Sprcic et al., 2017).

As can be seen, therefore, there are no particular restrictions relating
to the organization of work on maturity assessment. However, it is worth
using proven and professional approaches, especially those developed in
the area of risk management.

7.3 Integration of risk management maturity assessment with
strategic management

Strategic management and risk management are interdependent man-
agement domains. An analytical approach to strategic management
makes it possible to identify areas that need to be considered in terms
of risk over a long time horizon. The issue of risk is one of the main
subjects of analysis in holistic strategic management, determining the
pursuit of leading strategic objectives. One of the strategic objectives of
an enterprise should be to enable substantive cognition of the specificity
of risks and the formation of a methodical approach to their analysis,
which in turn should allow the enterprise to diagnose the probability of
occurrence and the scope of risks, assess their potential impact on its
functioning and ensure the continuity of its operations, even in crisis
conditions (Urbanowska-Sojkin, 2012; Schroeder, 2014).

The leading stage of strategic management in an enterprise is the
selection of a concept of its long-term development, in which the cru-
cial elements are the identification, analysis, assessment and ongoing
monitoring of risks. Precise risk assessments and risk minimization
methods are particularly important for maintaining or strengthening an
enterprise’s competitive position, thus determining the effectiveness of
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the strategic management process. Furthermore, the strategic approach
to risk should be based on the inference based on the knowledge of
economic practices aimed at the development of enterprises in indi-
vidual sectors in the face of escalating challenges of different nature
(Goodfellow and Raynor, 2004; Urbanowska-Sojkin, 2013).

The intensity of interdependence between strategic management and
risk management is also reflected in the development of the concept
of Strategic Risk Management (SRM). The beginnings of the intensi-
fied worldwide implementation of this concept date back to the period
after the global financial crisis of 2007. Before the crisis, the concept
had been oriented towards shaping strategic objectives in adjustment
to the risks arising from increased globalization processes (Clarke and
Varma, 1999). After the global financial crisis, on the other hand, the
main objective of the SRM concept became improving the processes of
identification, assessment and management of risk factors that could
cause significant economic losses and sometimes even lead to bank-
ruptey. The concept also finds an auxiliary application in crisis man-
agement, mainly in the process of recognizing the symptoms of crises
and mitigating their negative consequences. The implementation of the
SRM concept in an enterprise should therefore ultimately contribute to
the development and implementation of strategic security solutions, the
reduction of vulnerability to crises and the strengthening of readiness
to change the business model in response to the occurring crisis situ-
ations (Calandro, 2015).

As described above, the relationship between risk management and
strategic management in an enterprise justifies the need for ongoing
monitoring of risk management maturity in strategic management
processes, which maturity enterprises can measure using the model
developed by us (described in Chapter 4). We considered the strategic
dimension of risk management so important that one of the attributes
of our model (A) is Strategy. In line with the principles of our model, we
believe that the level of maturity of strategy-related risk management
processes is determined by the following: (1) the degree to which uncer-
tainty and leading risks are incorporated into the enterprise’s strategy,
(2) the identification of risks that are of strategic importance for the
enterprise or its sector, (3) the characteristics of the leading strategy
being pursued in the enterprise.

Another element influencing the effectiveness of strategic manage-
ment is the formulation of strategies dedicated directly to risk manage-
ment, i.e. a Risk Management Strategy (Gantz and Philpott, 2013) or
fragmented strategies focusing on particular types of identified risks
(Qu and Zhang, 2012; Chakraborty et al., 2021). A Risk Management
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Strategy should set out detailed procedures by means of which risk
managers and others responsible within the organizational structure for
risk management processes identify, analyse, assess and monitor risks,
as well as prepare responses for identified risks. Such a strategy should
be a key determinant of corporate management decisions concerning
risk anticipation, risk mitigation, risk prioritization, risk tolerance and
risk acceptance criteria (Gantz and Philpott, 2013).

If the measurement and assessment of risk management maturity
are to be effectively used in the enterprise’s strategic management
processes, it is extremely important to integrate the developed risk
management strategy with other management strategies followed in
the enterprise. The integration of these strategies should already take
place at the levels of defining basic risk parameters, i.e. a risk profile,
risk tolerance and risk appetite, as well as developing methods of
risk protection. The result of such integration should be the inclu-
sion of the approach that takes into account risks into all key phases
of strategic management, i.e. building action and development plans,
defining the business model, developing scenarios for dealing with
various situations (including crises), monitoring the environment and
introducing strategic changes.

A high level of risk management maturity can also be the first step on
the way to building the enterprise’s strategic resilience. Strategic resili-
ence is particularly important in crisis situations, such as the COVID-
19 pandemic. The pandemic crisis was a catalyst for many companies
and business leaders to realize the immense value of resilience man-
agement. As it turned out in many cases, having contingency plans and
early warning systems in the event of a crisis became the key to over-
coming it or minimizing the severity of its negative consequences. An
important element in the process of building strategic resilience is to be
able to learn from past crises, and in particular to identify exposed gaps
in resilience systems and to use this knowledge in the process of antici-
pating and preparing for future crises, thus consequently strengthening
resilience. The most important features of strategic resilience are
effectiveness and long-term sustainability. Crises in the operations of
enterprises occur episodically, while strategic resilience should reflect
the readiness for their occurrence at any time. Related to organization,
resources and competences, outlays on building and maintaining stra-
tegic resilience are high, and their incurrence in non-crisis conditions
may be a significant burden for the enterprise. However, for organiza-
tional resilience to have the qualities of strategic resilience, it must be
sustained and improved even in safe conditions of functioning, when its
tools are not directly needed (Natale et al., 2022).
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Knowing the particular importance of developing crisis resilience in
risk management processes, we included it in our model in the form
of one of the attributes undergoing assessment, i.e. attribute (H) Crisis
Resilience. We believe that an enterprise’s risk management maturity
is determined, among other things, by the degree of preparedness for
potential crisis events, and in particular the previous development of
resilience features based on the application of such concepts as culture
of preparedness, business continuity and disaster resilience, as well as
tools such as early warning systems, business continuity plans, disaster
recovery plans, crisis scenarios and contingency plans (Jedynak and
Bak, 2021).

7.4 Conditions for the diffusion of the model in geographically
and sectorally diversified enterprises

Our model for assessing risk management maturity (described in
Chapter 4) is intended for application in enterprises functioning in any
operating conditions, including crises. It allows any enterprise to assess
the maturity of its activities vis-a-vis risk management. Our intention
was to develop a measurement tool that has no geographical or sec-
toral implementation restrictions so that it can be used by any enterprise
that needs to diagnose the status of its risk management processes. The
conditions that have to be met in the maturity assessment process based
on our model are presented in Sections 7.1 and 7.2.

We tested our multidimensional model on a group of enterprises
representing three sectors (financial services, construction and IT)
with very different characteristic features and operating conditions.
The model allowed us to assess the risk management maturity of all
examined enterprises, which confirms its applicability irrespective of
any sectoral limitations.

We assessed the risk management maturity of the examined enterprises
in relation to both the normal course of business (in the period before
the COVID-19 pandemic) and crisis conditions (during the COVID-
19 pandemic), which, in turn, confirms the practical usefulness of the
model, regardless of the environmental conditions and the intensity
of their interference with the enterprise’s activities. Furthermore, our
model can be used in assessing risk management maturity also during
crises with other backgrounds.

Although we validated the model on a sample of Polish enterprises,
its application is not limited to the Polish conditions of conducting
business activities. The fact that a key part of our research process
was to use the model to assess enterprises facing the challenge of risk
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management during a global pandemic crisis means that the model can
be used by enterprises on a global scale. Indeed, the COVID-19 pan-
demic caused very similar effects on individual industries, regardless of
the geographical location. This means that the pandemic experiences
of enterprises in the financial services, construction and IT sectors in
Poland were very similar to those of other companies belonging to the
same sectors in other countries around the world.

The results of our in-depth research concerning the identification of
specific changes related to the COVID-19 pandemic and reflected in the
risk management maturity of the examined enterprises may therefore
constitute important information for the modification of management
processes for organizations operating worldwide and representing the
sectors studied by us and others. We were able to determine what changes
in risk characteristics had been caused by the pandemic, what modi-
fying actions in the area of risk management it had forced enterprises
to take and how it had influenced their current strategies, organizational
cultures, roles and responsibilities in organizational structures, compli-
ance systems and potential to utilize the developed crisis resilience.

Due to the fact that our research was conducted on a large sample
of 107 enterprises, the obtained results are highly conclusive and can be
used to formulate generalized opinions on and diagnoses of the impact
of the COVID-19 pandemic on the activities and management processes
of enterprises representing the sectors selected for our research.

Besides being an effective tool for enterprises to assess their progress
in the area of risk management, our multidimensional model of risk
management maturity can also be used in processes aimed at intra-
organizational improvement. This is so because it allows the current
status to be diagnosed on an ongoing basis, while simultaneously iden-
tifying management deficiencies in dealing with risks, and subsequently
facilitating the programming of improvement actions. It can therefore
be used in any phase of an enterprise’s life cycle.

We also see the potential for our model to be used as a benchmarking
tool in risk management processes. The experiences of the enterprises
whose risk management maturity was assessed as ‘superb’ can consti-
tute a valuable point of reference for other enterprises. The best com-
panies develop mechanisms allowing them to make optimum decisions
relating to risk management in both normal and crisis situations. The
COVID-19 pandemic is one such situation when our model can be used
as a benchmarking tool in risk management. Those companies analysed
within the scope of our research that retained the highest level of risk
management maturity despite the pressures of the pandemic may
become forerunners of new standards for dealing with risks in crisis
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conditions. Such standards can subsequently be adapted by other com-
panies, for example, to build resilience to further potential crisis threats.

Our research also showed that in many cases the COVID-19 pan-
demic had been a motivator for rapid, previously unplanned but
effective management changes that improved individual enterprises’
risk management maturity. It turned out that, despite not having had
significant safety mechanisms in place before the pandemic, some of
the examined companies, stimulated by the sudden and intense changes
in many operational areas, were able to quickly develop defences that
effectively protected them from the negative consequences of the pan-
demic. Such experiences may also be useful in the future for these and
other enterprises.

However, the final conclusion of our research is that the companies
performing the best in the face of the pandemic were those that already
had a high level of risk management maturity before the crisis, i.e.
those that, even under normal operating conditions, take steps to pro-
tect themselves against potential threats. A cyclical diagnosis of risk
management maturity is therefore extremely important. It can be suc-
cessfully performed in all enterprises by means of our multidimensional
model of risk management maturity.
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Conclusions

One of the most important circumstances strongly verifying the effi-
ciency of risk management systems and exposing their numerous
imperfections is crisis situations. With regard to both risk management
systems and risk management maturity models, crisis situations do not
remain neutral, often necessitating the redefinition and reconstruction
of either of them. Moreover, crises of significant scope, especially such as
the COVID-19 pandemic (difficult to foresee, ignored or unpreventable)
generate increased demand for the measurement and assessment of risk
management maturity, taking into account the conditions imposed by
a given situation.

The multidimensional model for the assessment of risk manage-
ment maturity that we propose in this book constitutes a response to
the identified increased demand for risk management maturity meas-
urement in crisis situations. As part of the recommended maturity
assessment process, we propose to assess eight attributes that we believe
determine the level of risk management maturity. These attributes
are: Strategy, Planning and goals, Culture, Standards and procedures,
Processes, Roles and responsibilities, Compliance and Crisis resilience.
We also developed five-point rating scales for all attributes, in the form
of a Morphological Matrix. The next step was building a combined risk
management maturity assessment scale that includes the ratings of all
attributes. On this basis, we identified five levels of risk management
maturity (fragmentary, basic, completed, professional, superb) and
described the characteristic features of the risk management systems
in place in the enterprises representing each of the identified maturity
levels.

We validated the proposed risk management maturity assessment
model on a sample of 107 enterprises representing the financial ser-
vices, construction and IT sectors. We assessed their maturity for two
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periods: the years 2018 (the pre-pandemic period) and 2020 (after the
onset of the COVID-19 pandemic and during its course). The results
of the conducted research allowed us to conclude that the crisis related
to the COVID-19 pandemic had significantly affected the risk man-
agement systems functioning in the examined enterprises, which very
often translated into changes in maturity assessments. An interesting
conclusion of the research is also the fact that these changes were most
often positive, i.e. improving risk management maturity, in relation to
both the assessments of individual attributes and the final, compre-
hensive maturity assessment. This means that crisis situations stimu-
late companies to intensify processes aimed at protection against risk or
against the negative consequences of its realization, which, in turn, is an
important determinant of the shaping of resilience.

Our in-depth qualitative research also allowed us to determine what
specific impact the COVID-19 pandemic situation had had on risk man-
agement maturity. It turned out that the most visible changes in the
aftermath of the pandemic impacted the following attributes: Strategy,
Culture, Roles and responsibilities, Compliance and Crisis resilience.
We found that the identified changes were mainly influenced by con-
textual factors directly or indirectly related to the pandemic crisis. These
caused significant transformations in risk artefacts and characteristics,
scopes of responsibilities for risks, stakeholder relationships and prior-
ities of the companies covered by the research. These transformations,
in turn, resulted in specific actions taken by the enterprises, either to
protect themselves from the negative effects of the crisis or to use the
changes associated with it to improve their position.

The results of the research confirmed that our proposed multidimen-
sional model of risk management maturity assessment could be applied
in both normal business conditions and crisis situations. It can also be
used in all types of enterprises, irrespective of any sectoral or geograph-
ical limitations. Our research also led us to conclude that the results
of risk management maturity assessments were important factors
influencing the organization of the strategic management process. In
order to facilitate the use of our model by all interested entities, we also
formulated recommendations for related organizational procedures,
including assessment process participants and work organization
methods to be followed by risk management maturity assessment teams.
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